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2018 4 7 [, EOS Fomo3D YRk & 218 52 i th Wiy, (K 60686 4~ EOS.

2018 4 12 F, Fountain (FTN) #% &I th i, Brk # i i
batchTransfers AT H BT .

2018 4 12 F}, Tronwin 32 HimA L, SE&TFHIL 200 15 TRX.

4. AT IR B

FERBE S AT RO, TTRE — RSP E — SRR AR, F T4
TREGERAE . 140, owner RUFR, FEHT owner IK PUERE, $RMHRES. TR EGY
R A AR HE I P S R T P AL AN Y, T RES S 3K owner
MK P B e AR A il P U

IEMEIVES VR

2018 4£ 5 H 11 H, ATN Token £ R 2038 2 8L Vs 7] B 7, 2 3 ATN Token
1% 1100 Jio

5. DhBENLECRIF
B AL ACIR I 3 2 HH LAE 32452 Dapp HH o 52 S0k P 0 D0 322 0 B 1ot A
TCIETRM B, SR e WA BT 3R 4% . HRTEFF K Dapp M FEH, FFRA
AL block. coinbase (F"TLHihl) . block. difficulty (2B MEE) .
block. gaslimit (gas EFR) . block. number (X)) . block. timestamp
(XIS LD block. blockhash (X hash {H) « &5 id 2 N4 RBEHLEL
[, FECE R BEATECTT DASR TR 0000, AT A BE LR -

PSR ) )
2019 %7 A 3 H, B& I\ E0S 7fEJ5irk HiGold Game K iiZEZ: S,
O HLERF

201946 H 14 H, 2N EOS 7GRk SKR EOS A iEs:dr,
HH T4 E0S.
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2019 4 4 A 3 H, ki EOS FeR5KiERk E0Slots KL,
FEIRFET EOS, HunERCAEIFEE.

2019 4 3 H 5 H, Hidi& [ EOS 3Ef528UFRR OnePlay K CZESH S,
ANTE M3RAFI R A LI L4238 EOS. R RE I B0 F B ik AR - ONE,
PR E AT, BEER- N newdex &5 Fr k.

2018 = 12 H 22 H, Hii# (snowredgreen) [ LuckBet JiFk& 4
(Luckbetadmin) KAH i, FRIE R AZ EOS KA r) K T2 5 Firiik 5
(huobideposit)

2018 £ 11 H 10 H, %144 DApp EOSDice 1T BEHLEL I Ayt BB, Mk T
AREB T TR REN LR T, & ARk 4633 > EOS.

6. 25 RIRK
A2 oy (MR B 45 RE WS A 22 5 PR RRR 10— Fh B 77 2, Rt S kA1
A oy R BIAR K AENARGS o
A8 5 IR Wi — M R AETE SERS R TE XK Dapp Y, IR B 20 R F A5 I 221 75
AT, Bodi nl LOE I I 05 AP Rl B S 15 A2, AT ) AR
FE AT R RAZ by [IR By o
A8 5y IR It () B 2 : TG R A HE dapp [ action Z JE AN — AN 3L 7 R
Kl action, iXA™action A PATE reveal action ZJE#AT, HIdRNIER AL
IR FIWZS 22 EA . QRSB R B Al A B E S AT assert A
M FBOENZ G R, A T K action WAEE, ISR, BuhdEA
SARPAEAT EOS, AT a] LA B A 9 H 8. Bl id A2 a0~ B s
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n/w require_receipt
(,o“\@"‘ P i 3.transfer
\ o
N i :
@\% el % -
2T o Fr#actionZf5 4.receipt
3 «® RiEFcheck
action
. 5.reveal
- transaction
ES/P

2019 4F 3 H 27 H, B EOS FefE2RiEsk TGON KatiEsyiti, A
BT EOS, BT,

2018 £ 12 H 21 H, B4 binaryfunxxx [A] EosDice Ji %k &%) (bocai. game)
JoRRMT, FRARAF EOS e 1m) 4252 5 Bk 5 (binancecleos)

7. fRFelE R
P AT AR B R ELR AT &2 transfer sREURHATIZ A L
transfer BRER LT THIK KL, I HEKATZe &K (nsg. sender)
HIRAE B FEAL o ERC20 ARAERLE, A BIAE K N REAER, transfer BR%L
Pz, B S 2R AP R, R R bR false. XFEELE
SPREMERA HIERA S kA, B 3857 VPR RN, IR AN E DL 2 FMT 58 5
FE R, IR S S R R A, NI BRI T .

8. it R £ i)
% solidity ZmikasRATI, AL R 15 7 b R4 T 21K,
/NT0. 4. 22 IRAS IR IR 2 TEVE TR, A LME R 2 P L AU & 4447
HATF, GnRANE], UKL I eR A2 — A s s 2, FTUME R A, S8R R A,
LNV

contract Owned {
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function owned() public{

}

0.4.22 fJRALLS, solidity 5l N7 constructor JSHEF RS MG KA, (HZH]
[HANBEND function, BN, e T HMERECE N E KA, WFFR:

contract Owned {

function constructor() public {

9. selfdestruct BR%n i

selfdestruct () %2 solidity i H MR EL HTE5 4 HBIF
e & LI RPN SOE PSR 2 K bt . Mo B T RLa g —
selfdestrcet BB EL, HFAGLTE 7 token, AR HALEE &2
[¥] selfdestret B, FOBEGLMHE JHEEE SN RBUILTE 2R E K 1
hb, JEIERRR ST PR 2 B Uk K 2R token.

10, R E R HOR [FH 1A @5

RS, AMRRET LS IKERAE, 707 transfer 1 send.
HZFCEXH, ERGAKSERKERS, AR, transfer EL
P AR IF BN BERAC 5, M0 send RAUN LR ] false. FrRAfEMEH] send pRi%L
SRR AR IR — g BRI HOR [BIE, SR R A QK /REic b,
{HEOK - H AR B tokeno JIAAES IR FTR:

function withdraw(uint256 amount) public {
require (balances[msg. sender] >= amount) ;
balances[msg. sender] —= amount;
etherLeft —= _amount;

msg. sender. send (_amount) ;
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MARIEH R PLE 2], 4 send B EHAT RIGT, msg. sender K )R Ak />
T, AEIEE A ERE] token,

1L RYVBA TR BT ]

R solidity BT FMAIAN, BAEEL P IAa Ak, B AT ) R A
EINZTIAE storage . PRGN RIX L8 Ja) AR B AE bR 80N 75 B Ja AR AT 461K
W AEAE AR UEA B A 45 P 1)

NS struct JREIAREARYILA AR

pragma solidity A
contract testContract{

public testA
public testB

struct Person {
name

mappedAddress
}

function test( _mappedAddress) public{
Person p
p.name = _name

p.mappedAddress = _mappedAddress

MACHH R AT BLE B, struct 2R e fRAR & 78 s B b gl A WECR BT 640, H.
BRUAFAEAE storage o, RIMAT BEIE BURWIARAL IAF Ak Fa 18, RIAR S p 234
M —AMaER HBRARI slot[01F1 slot[1], A slot[0]F1 slot[1] CL&TF
fiti 7 &5 & testA Fl testB, ATLATEXS p. name 1 p. mappedAddress MR {H S
i, 2B testA Fl testB [K{H.

[FIEE, B AT FAER R, a0 EPR:
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solidity 40.4.0;

contract C {
uint someVariable;

uint[] data;

function f()
uint[] x;

x.push(2);

data = x;

12. AAHiHAR ether

IR RGNS RS, — IR E BERES LTI this. balance (&
PIRED AERFIWIS M, (A2 this. balance R AHIER, IS 2R GG
BT, ERRFHEARLZEO.

IR this. balance AN EA A, WIF:

1) solidity 5 —/ selfdestruct (address) %L, XANREHTEHLHE
5, A HEBGSIZAE LR K% F] selfdestruct RS H R E 1
sk

2) fEELIARBIEN, ZE Lt 2 ahE i, BBt T LA & 4 AR A
ny, IRETE AL RHbE, HXH K% tokens

PR T A AT LLIGE AR this. balance RIANEREYE, MIMTFHLL this. balance
PRI 2% PR 3R R A

13. call RECH o)

call AU MHEBIRE AL, RN BT s B iRetE, E5
(Al B 2 ARAR KB XS e X TN E S LI call A, W] LA H %
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B THAEERE: R call MAHKGLMEEEH P $EE, WA LLHAESES
2T R R

call I B4 msg. sender HIME, HIFE call AR, WEA R nsg
HOME 2 B I D5 SO T B8, X AMRRIE T R e 5l R 24, bedn, B
Tl :

contract B{

function testCall (bytes data) {

this. call (data) ;
}

function secret() publicf{
require (this ==msg. sender) ;

// secret operations

}

MACHESHRTLAE 2, 520 B AP RELL testCall Al secret. i secret
PRAGE MR R, RAE2) B B 54 e T (BB E KL testCall
PRACPA — call WHL, JFH call MRS Hoth i w] LA, B BLBdE ]
DUl I RS O #4iE — > data 4, 1EIXAS data BT VEIRFRERHEE N secret Tk,
AT W] LLES I testCall pRBUFIEAIIHH secret BRI, AT FHK
BRI H

14. PR IIH
EWNEZ T Z S MRS R — b &S, — A P H e & n iR

il R PAT AR A, HESRAY I = (S e 3R M VD &3 8T, AT AR A AN RE
AT HIAES
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15. kMo

— % ERC-20 FrAE AR T -& A # 2 LB transfer 7775, HITHIKERME.
transfer /775 ~: function transfer(address to, uint tokens) public
returns (bool success); ZTVERIH —DMSECREIL token HHIE, B A4S
MO token AR EV transfor MUK token KOFERT, 22550 input
BRI =0, W

D IFk A NFARTTAA IR, W1a9059chb

2) A 32 TR token MUK HBAE,  BRD9 LUK D bk 20
TR, PrEls Ak 0. Flhn:
000000000000000000000000abcabcabcabcabcabcabcabcabcabcabcaaaaa
bb

3) BE 32 TR EMERIACT R, Fl.
0000000000000000000000000000000000000000000000000de0b6b3a76400
00

2 transfer JEBATIR MERAER,  WER S0 SN — S HE bk B6A
AR PN BB S & GEB R 5 T & A2 ), A ml REIE
F b REH T

Wb i AR

1) Brdig B E L, R FIEELLL 0 g Rk, -
0x1234567890123456789012345678901234567800

2) Huhi ikl BEE 00, A ibhl, AR HEEE A
ZHOAA transfer E%.

3) LK RAUML EVM T input $i, 7EMATEAOK P ki, A
BN P A D 7 — AT, PRLEW BN — S8 (B
M token &) HIEMZE—DFTT (000 KA, XHEFE token H&E
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-

SRR AN, WERBGETTR T token FE A2, FBAIXIRFET

XS
HEKY K 256 15,

i

16, HERIR H By

i ] 8 I g 5 S AR L R UL 25 T ST, B2 S BRI R B I R
NI VFRIRORIREE, BT 5 T RGN AF S BN AFRE Y

3.7.6 MNAE

MR EEEAERZ ST 6 Brsb s, ZoTFaR_ETFIRMmE, Btk
M5VEMZ BT G AT, AR 5 G Rk TP RERIK P EE.
A5 GG A 22 A A i Bt . 528 80t OSSR . B AR TR S

e BRI ) 22 4 BV By B s . RVBHIIER . IS AT IR IR B R
app LI

N T X e AT TR A 4

1. FEERSE

HH T H A R il 22 2 R ARAN R, &% 2RI I R 2, £4
(7] B A A5 P TR K 5 R 4

SRS E S AR IR E AT BUE R AT 40 BEAE S RS
SERAE LT (il b 3l Pt Sl

2. FHHEWE

A Rk Ao 2 i O SRR A B0 PR, 2 3 B8ty 3 mT DA IR AR R
BN DB T BE FROE R 2 T BB AR 28 B 5 1
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3. RN

FEIK A4 3 b e ST LU BB, ok m] LI CSRF . XSS 45 FBok 57 K
FH P 8B ticket, ANTTSE0H P IK 5451 HL.

FEA LB

1) RAEF HTTPS SBcrh A A\ S

2 ) Jsonp #ZIMEERE ticket

3 ) CSRF Wi G H ticket

4) XSS Ui Ti L ticket

4. TR

Nk 55 IE B 2B 2SN B BN 55 12 AEARRS ZEAT KR A K 5 4R
B TE, RONBESRINTARAE AL e 5 20U, RBefsBh T N2 B 4 5 M5 3
HRT A H IR 1) R

H LRSS B AR IR A G0 LA

1) AR

2) WAEAG IR

3) FAFFE 4RI

4 ) NUEIRF

e SR

2017 5 7 H, Parity 2/ i i) 2 BV EREE R G A S A8 ™ H
i, Bk T DR R R s AU, 3 R SR 16 77 ETH,  #i{E£9 3000
ESIT

2018 4 5 H, EDU &' Be & AP I™ B2 4l , B2 ] DUEGEAERIK ™ 1
EDU Token,
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2018 &£ 5 H, BAI & Ge& 218 K INAFAEA EDU B G & 212U iwiA, B
] DL EATE B K 7 1 BAT Tokens

5. Hyfald

75 B AT ELER PR BT o, RVEREAL AT W, IX R B T B X S 1]
FESZ o Bt T LAORIE SR BL R 7 O, Jo 18 S A A b2 mT DAG 0 A 5
BB X, AT R AT R R AR VR T 1R B 57 BRCUR (0 FA B4 JEL B0 7 4 Tt -
EEhFR, AT LR 5 b G R IR B

2

2015 4F 1 J, Bitstamp EH|PMIHE, FH 19000 LR HHE .

2017 4 6 H, Bithumb 78 5 B A\ A A — 44 02 T THENL A LT — /N H
FREERE, ZEIREPEERERZFER, K5 REF xR P E BT M2
P Moy, EARE I ERDT 100 53ETRImE B M.

2018 4F 2 H, B2 —ANERALY, i Oh 3% A7 Wk 1 30 2 X i
B, MENZ a1 TR Blockchain. info A HL T MMEZ) 5000 J3 25 Jo N a5

1k
AR

2018 4 12 H, Electrum BBk, R AIE —MREERAN SR BT
Wili, WA MAELER, SELTHUL 250 4> BTC.

6. AR

PUNAAAME B2 CEE, FrDUR 2 NSk FRIG RV U 2 A &4, T
F 13 2 B A AN L A T e TR B RA I RR . 2B, H RTERXT oy
MH) wallet. dat SCHFRUHIIAE S BRI, Biln: 0SS kg% MI%E. GitHub.
NAS fl55#% Web %% % LRI AT B2 NI 7, HBREE BB HIMIAA0E, X R
a4 CEH Ul TR B P SCRAT LT 1, DURTIF A R
Ty F 57 Lo

ESP
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2018 4£ 7 A, Bancor “F-& & 3| BRI, ERRL 24984 4~ ETH, 3236967
/N BNT, 229356645 > NPXS, #HE 1250 HETTHI LAY, 1000 /53 I6H] Bancor
AR HAN 100 73370k Pundix A,

7. IBATHI
Her e —BOs AT TALEL PC b, AR FHLRSEE PC RGUAFAE L AN,
MAB PR B M SIRE S BRI Te— MR B SRR 2 ant,
I E X IEF N RUIBITHERA T, — B RIUSATHA SR, 8074
(ENiE Re RN e 7

8. HUFERE App BB
2R B 3R R B App I, WIPRANKE App S8 B REAT RN,
HUA T SIS AT B A . B T DO SO e App EURTT R, PGB R
AR, XEACHY AT LBy BT P U BURME S, nhidial, S, P —Hed T
MR AT IS (Y App, S5 SRR

DU, XBeak P4 Simii =50 0t

4.1 3%k BEC & Re A AHUE R IR TH 72

4.1.1 REEMHHER

2018 £ 4 H 22 H BeautyChain (BEC) W RE A2 E BE WS, WiaiEid
BREA ZIRIF RS K HL 10758 /N BEC 1, #AJ5IX4E BEC M4k 2| DL R A~k
H1: 0xb4d30cac5124b46¢2df0cf3e3elbe05F42119033

0x0e823ffe018727585caf5bc769fa80472f76¢3d7
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4. 1.2 JiFFEHE

BEC ' e 5 20 S B AR A7 AE BB v ) IR

4.1. 3 JRIATEA ST

BEC B RE S22 solidity I F I AH, solidity ifi 5 PR A& H g
Fon— VL H N RBUE, B FORVE R, S B R R A #1140, uint256
RAAF B FTRER N BUE T 2 0 3 272561, 445 uint256 AR B E
27256 Mt KA, XN AR B S PRAFAE I EUE 2 0. BEC F A& 2RI %
e, BERBRFA T AL IR, el R REs, MmmIh .

TR AR
BEC & it & 2 Atk -
https://etherscan. io/address/0xc5d105e63711398af9bbff092d4b6769c82f79

3d#code
T A FE YA, FATIRE] T IR AR, HAaMErRid# s kAT

259 = function batchTransfer(address[] _receivers, uint256 _value) public whenNotPaused returns (bool) {
260 uint cnt = _receivers.length;

261 uint256 amount = uint256(cnt) * _walue; |4——— sk 925 1
AL Ak Ty

262 require(cnt > B && cnt <= 28};

263 require(_value > & &2% balances[msg.sender] »>= amount);

264

265 balances[msg.sender] = balances[msg.sender].sub(amount);

266 = for (uint i = 8; 1 < cnt; i++) {

267 balances[_receivers[i]] = balances| receivers[i]].add{_value};
268 Transfer(msg.sender, _receivers[i], _walue);

269 I

276 return true;

271 }
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batchTransfer &2 H TR EFIK R, BHZRE AT DL—k M £
ANA[E I P HEATEM, Hh S8 receivers 2 fRMUL MU 7 i F bl (1%
2, 2% value N uint256 A, &R HEHEAE K B 440

iR IATEER] T uint256 Z8AY, IXANRAE solidity 1B S R —F
KA, ERNIIEETEE 2 0 3] 27256-1, HHXATEEBSRER T . T

T FARHS
uint256 x = 2°256;
uint256 y = 0 - 1;

XA RIEAERE T, Horb x SERRAFAEIE N 0,y SERRAFE B
272561,

FE—F batchTransfer BT AR

TR RAFEOK ki A B A7 ent AR BB 260 ATARES) , R
TR T 252 R &8 amount (fRADER 261 17) , A AT ek 7 ik (g
AN ent, BE ent AIRT 0 AT 20X 55 262 17), i B EEIK &4 value
FEETK A F1 2% balances [mes. sender], #E value AT 0, &%
balances [msg. sender] KF amount, FRIUFARFEW AT (ALALEE 263 47) , M
Ik N A% balances [msg. sender] IR S HE 440 amount (fRAGEE 265 17) ,
I JE i I ERCE K P, W N O AR A N value (FUAS5E 267 17) , H
Transfer BREILFRAL T -

PR AT IR AR a0 B BT R
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batchTransfer ()

RSB Eent

v

HEHERASIHZEamount

no

O=cnt==207

Tran sfer@ilﬂﬁztm?s'ﬂ b

[
. = < _/
> <

0=

Wit EIR T, FATEE T 212 batchTransfer BREH “uint256 amount
= uint256 (cnt)* value” XARIG LA T i, (HEHH & E 4 BRI,
R IR ? 7R A — 8, BNEFE - FEEMERIY. 5AE
— R Y& (e batchTransfer RN NS EL . IX 245 BT LAAAE 5103k
RS, Gl
https://etherscan. io/tx/0xad89ff16fdlebe3a0a7c4ed282302c06626¢1af332

21ebe0d3a470aba4a660f

Bl # A NS5 TR


https://etherscan.io/tx/0xad89ff16fd1ebe3a0a7cf4ed282302c06626c1af33221ebe0d3a470aba4a660f
https://etherscan.io/tx/0xad89ff16fd1ebe3a0a7cf4ed282302c06626c1af33221ebe0d3a470aba4a660f
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Function: batchTransfer(address[] _receivers, uint256 _value)

MethodID: 8x83f12fec

[0]: ©EDEEPELEEREEEOEEDEECERGAPERROEEEERCOPEARABAAAEEOEAAARORRAEEORA0

[1]: [Se0eeee8000eEREEE0000R0E00000 0000PP080000000 000 |e— —valueHJiH

[2]: ©eDEADERAPREPEOEADAEARRGARERRAEEAEEEPEARAORAAEEORARRRARRAEEARE2

[3]: [0eDEEDEEEPPGPPOEADEOBERBhAdSPcacs124bA6c2dTOCT 3e3e1beB5T42119033 T
— UK gt

[4]: |©00000ELEERE0POEADEBRREA823FFeB18727585eaf5bc769Fa80A72f76c3d7

M EE LA R, BidiF BN receivers ZEAE 2 AMHuhl, £ A
_value 4
0x8000000000000000000000000000000000000000000000000000000000000000 ( 63
AN0) o FTUMRTS AR ent (IR 2. value BE KK T, AT7E4HT, TRAi1H
— TR

W AT, value HIE HSZHLAE 27255,

IAEHNE T B #E NS, AT X LS HAN batchTransfer i
HEARAT —

SRR K P B K ent O 2. ARJEHRAT “uint256 amount =
uint256 (ent)* value” , THEHIEE K N TR ZESCH BG40 amount . HY ESCATAN,
cnt = 2, _value = 27255, AAANZFEX AT LIS amount 4y 27256, {H amount 4
uint266 K4, BelERRAIEUE Iy 0 3 272561, FTLL amount HU{H i H 2
R0 (fRIBEE 261 47) o 2 FRFAK cnt > 0 & cnt <= 20, HF cent K 2,
rAimit. FIWr value > 0 && balances[msg. sender] >= amount, _value N
27255, amount N 0, FRXATAE . MFEIK A RBHHIGRS H &40 amount,
T amount 4 0, ATLAREIK NRBUFHFAWD . g MUk 7 ki% value (27255)
AN, HERARRL S . 55 R T EFR:
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DX B AR P B 2 s R 1 A A 75

@ From 0x09a34e01fbaadg8f27b0b129d3c5e6e21ed5fed3c @

@ To: Contract 0xc5d105e63711398af9bbff092d4b6769c82f793d (Beauty Chain Token) & [

(@) Tokens Transferred
(2 ERC-20 Transfers found)

» From 0x09a34e01fbaaddf... To Oxbdd30cacs124bd... For 4+ ASE - MERULhERK
57,896,044 618,658 100,000,000,000,000,000,000,000,000,000,000,000,000,000,000.792003956564819968
(83 412,656,038, 180,660,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) ** BeaulyChain (BEC)

| » From 0x09a34e01fbaad9f... To 0x0e823ffe0187275... For Jp__‘ [ 85 — AN H i i kK
57.896,044,618,658,100,000,000,000,000,000,000,000,000,000,000,000,000,000,000.792003956564819968
($3,412,856,038,180,660,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) % BeautyChain (BEC)

@ Value 0 Ether (50 00)

(@ Transaction Fee 0.000076737 Ether (50.01)

I TS A P B R M T A

it E R E 02

~ _value = 27255

batchTransfer ()

EEREE ST A Bent HhHE-TEent = 2
’ v
i‘f’EHﬂ?ﬂﬁ/\EHﬂEﬁamount/é amount = cnt * _value = 27256 .
i A 0

no

Occont==207

cnt = 2, E@AE

_value =

[~}
5l
o

_value = 0 && balances[msg.sender] == amount ?

=R

amount =

/@m&»&%ﬁbalances[msg.seﬂdeﬂm }EIBﬁ’-:amM_ A A b amount

Bl b0

IHIIREAO
REEI2IR, g
Elkdgo otk
= /@Nﬁﬁ'ﬁﬁnalances[_receivers[i]li“é’hl]_valu T— Wl PR ERIE AN value,
K BPig N2 " 255
RRA LR %7’/ Transfermiﬂlizwkﬁmﬁﬁ%

return true

> 5F |«
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4.1.4 wEBW

L IR AT R DARNTE , 2RI T R SR R G Sk 2 B v B e R LS
AN 18] R I AN & — R B B AR i 11 I R, AE R A S — A/ ) 3 B0 H 7 4
RABE, HEBF, X ABRNEGINAZERATER, FARZIE 0 E R A
TP R REE L, JUH 2S5 F K ARSI, — e B XH, #E4 A
KFEM KA xSRI, OpenZeppelin #37 T —/N4 4 SafeMath f%E,
TR BB R BTLAE 2T RN B BB VS 204548 SafeMath
PEWT, 534k, FER RS LIE R EERRT— & B 7 122 i, Sl i Ll A
=7 BIBNBEAT 22 A i, XAEA REs e 4 UK B B B A1

4.2 the DAO FEEELAENKHO

4. 2.1 ZEEHHR

B4 T —F DAO, DAO (Decentralized Autonomous Organization) s&—
FEE A 2N NS NN DAEHL . AR EGHLAR R RHT R
JE3. The DAO Wi H Zia477E LRV A%k LR RES L), Z0UH T 2016 4 4 H
30 HFFohARSE, RZA%N 15143570, 2016 426 3 17 H, The Dao &R & £1E
2RI, 360 JJLLK MM, HRAFBLLIKY 72 X

4. 2.2 JRIARE

SN/ R bl
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4.2. 3 JRIATEA ST
1. ERARR

TEIRIA AT AT e E — T EEREEE A, B call sREUA fallback pR%L.

1) call ¥

call R —NRZMIZED, ATUHTEAZ ML, £/ call &
HOAT AR, AT Ul . value O 7 RIGEKIEN ether, L “. gas()” K
T8 RIBH) gas B, FiANERT DAHE T — € HI AR .

2) fallback ERi%{

— MRS REEA —MEA B TFHIRE, XA REGE fallback KL,
fallback BREATSH, BARMBME. 24— A8 A L1{E R UTHS 2565 B )
R R S BT IX AN L1 fallback 3L, 4k, HELEIE] ether B (5
AEA , HWEHAT fallback R, WR—NELHEA fallback R, A4
XA G LA R I L K 7 AW ether. WA gas 72, fallback 5%
E B B — R P DASRAT R SR 2R IR A

2. WrFEBMR S LR

A DX B AR AR B T B H R IR AL, HIKICS A IR 2, A8k

IR AR —ANAT 0T, FRAS Zy Huhik R
https://etherscan. io/tx/0xa348da60799bff3ca804b3e49c96edebead4ch7

28a97f64bec3e21056d42f6ed
e TTUE 2P
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Overview Internal Transactions

(%) Transaction Hash

(@ Block:

(@) Timestamp:

(@ From

@ To:

FHIM “parity trace” FH— N Z i FMTELNER,

Event Logs (88)

State Changes

Comments

0xa348daB0799bff3ca804b3ed9c96edebeaddc57 28a97f64bec3e21056d42i6e3 (LI

1720245

© 1298 days

7510411 Block Confirmations

15 hrs ago (Jun-17-2016 11:00:23 AM +UTC)

T Hhik

‘ 0xi35e2cc8e6523d683ed448705b7ccT85051a7 T [F:"‘”’

E B bt
QComtraAt 0xf835a0247b0063c04ef22006ebeb7chbf11977ccd $ — JL‘-E'E'g]

TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER
TRANSFER

102.4934245456423404655 Ether From 0x/23520247b0083c04ef.
258.056564760381731334 Ether From 0xbbdbc244
258.056564760381731334 Ether From 0xbbohc244
258.056564760381731334 Ether From 0xbbdbc244
258.056564760381731334 Ether From 0xbbohc244
258.056564760381731334 Ether From 0xbbdbc244
258.056564760381731334 Ether From 0xbbohc244
258.056564760381731334 Ether From 0xbbdbc244
258.056564760381731334 Ether From 0xbbohc244
258.056564760381731334 Ether From 0xbbobc244
258.056564760381731334 Ether From
258.056564760381731334 Ether From
258.056564760381731334 Ether From 0xbbObc244:
258.056564760381731334 Ether From 0xbbobc244
258.056564760381731334 Ether From 0xbbObc244:
258.056564760381731334 Ether From 0xbbobc244
258.056564760381731334 Ether From 0xbbObc244:
258.056564760381731334 Ether From 0xbbohc244
258.056564760381731334 Ether From 0xbb9bc244d7

. To = (x304a55-

. To =+ 0x304a55-

. To =+ 0x304a

. To =+ 0x304a

. To =+ 0x304a

. To = (x304a55-

To = 0x269837.

To = 0x304a55

To = 0x304a55:

To = 0x304a55:

To = 0x304a55.

To = 0x304a

To = 0x304a
To =+ 0x304a55:
To = 0x304a55.
To =+ 0x304a55:
To = 0x304a55.

To =+ 0x304a55:

a310c

a310c

To =+ 0x304a554a310c7e546df

HTZER

B TARZA action, {EIXHEIRATEFEREN) action FEAT M.

HAE - NZELGME— action:

Action [1]
CallType:
From:

Gas:

To:

Value:
BlockHash:
BlockNumber:
Gaslsed:
Subtraces:
TraceAddress:
TransactionHash:

TransactionPosition:

Type:

Input:

EIXAS action H, &M T

call

0xf35e2cc8e6523d683ed44870f5b7cc785051ar77d *'/ wEEKR

4691116 Gwei

@ 0xf835a0247b0063c04ef22008ebe57c5(1197Tccd ‘ —

LEEAKRA

102.49342390251346 Ether

0x5965c954a9f9c60aderbd81d1dc39e69512be26239169315d7411240c364baaa

1720245
3202665
2

0

0xa348da60729bff3ca804b3e49cO6edebeaddcs728a97f64bec3e21056d4216e3

0

call

Bx625e847d  |dpm—

EEGHPEIRME

] 2= AN
S ]

€ SCHIBRH,  ANBE B B0 & 3RAG

ELIHH R

ZER AT H O



’faeﬁmﬁ

TOPSEC IX Hebie Fr A v 5 R A 2 4R

ETREF action[3IHINE, WTFHR:

Action [3]

CallType: call

From: B 0xf835a0247b0063c04ef22006ebe57chf11977ccd

Gas: 4653424 Gwei

To: [ Oxbb9bc244d798123fde783fcc1c72d3bb8c 189413 (TheDAO Token)

Value: 0 Ether

BlockHash: 0x5965c954a9f9c60adeTbd81d 1dc39e695f2be262381693156d74f1240c364baaa

BlockNumber: 1720245

GaslUsed: 3279881

Subtraces: 4

TraceAddress: [1]

TransactionHash: 0xa348dab0799bff3ca804b3e49cO6edebeaddch728a0764bec3e21056d42fGe3

TransactionPosition: 0

Type: call spLitDADEEY igﬁﬁ%
@x82661dc4p (.1]—3ufl.[
GGBBBBBBBE}E‘E}PE}E‘@@bSS5b2a9c3b2416437a811e6‘?f-55c3712-FSaSbSa |

= ) -
Input B E Ik Pt

M EEHFRTLIEH, 7F action[3]HEE AL HMEIHH TheDAO Token g
Yyrb R . BT R A R input BUEMIRT 4 NEITRE, X4 NFET

S 1 A BB method 1D, T LA A5 HH ) methodID S 0x82661dc4, it

TH

7H) 0x82661dc4, FATIAF2IHE U/ H R ECN splitDAO i, A HLSE R Ry

Text Signature Bytes Signature

splitDAO(uint256,address) ox82661dca

MERE S LK E] splitDAO s AR, 1k s

T

945 function splitDAO( g

946 [uint _proposallD, |4 BERS

947 address _newCurator

948 - ) noEther onlyTokenholders r‘eturﬁ;%ﬁol success) {
G949

58 Proposal p = proposals[_proposallD];

951

952 A/ Sanity check

HEHEIA action FINRE
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Action [4]
CallType: call
From: B Oxbb9bc244d798123fde783fcc1c72d3bb8c 189413 (TheDAO Token)
Gas: 4618520 Gweil
To: B 0x304a554a310cTe546dfe434669c62520b7d83490 (TheDarkDAO)
Value: | 258 056564760381731324 Ether | — e
BlockHash: 0x5965c954a9f9c60adeTbds1d 1dc39e69572be26239169315d7411240c364baaa

BlockNumber:
GasUsed:
Subtraces:
TraceAddress

TransactionHash:

TransactionPosition:

Type:

Input

1720245

23775

1

[1.0]
Oxa348daB0799bff3ca804b3e4dc9Bedebeaddch728a9764bec3e21056d426e3
0

call createTokenProxy & TESHkP

iy

el
'l'_‘u 835a0247b0063c04ef22006ebe57c5F11977ccd

@xbaac53

createTokenProxy PR%T methodID 25114k

Text Signature

createTokenProxy(address)

Bytes Signature

exbaac5300

E action[4]H', The’ DAO Token &%) N4 T TheDarkDAO &£

createTokenProxy R4,

299 ~
388
Jel~
3e2
3e3
304
3e5
306
3e7
303
300 ~
318
311
312
313
314
s

2R A

createTokenProxy (address _tokenHolder) returns (bool success) {
'o o]

pTims && msg.value > 8
&% (privateCreation == @ || privateCreation == msg.sender)) {

uint token = (msg.value * 28) / divisor();

extraBalance.call.value(msg.value - token)();

balances|_tokenHolder] += token;]
totalSupply += token;
welGiven[_tokenHolder] += msg.value;
CreatedToken(_tokenHolder, token);
if (totalSupply »>= minTokensToCreate && !isFueled) {
isFueled = true;
FuelingToDate(totalSupply);

return true;

throw:

1F createTokenProxy BREH, TheDarkDAO &%) N il T extraBalance &

2o XA action[5]H, IR ffrs:
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Action [5]
CallType:

From:

Gas:

Ta:

Value:
BlockHash:
BlockNumber:
GaslUsed:
Subtraces:
TraceAddress:
TransactionHash:
TransactionPosition:

Type:

call

[2) 0x304a554a310c7e546dfed 34669c62820b7d83490 (TheDarkDAQ)
4582938 Gwei

[&) 0x914d1b8b43e92723e64id0a06f5bdb8ddIb10c79 (DarkDAOextraBalance)
0 Ether
0x5965c954a9f9cB0ade7bd81d1dc30eB95f2be26239169315d74f1240c364baaa
1720245

5113

0

[1,0,0]
0xa348dab0799bff3ca804b3e49c96edebeaddch728a97B4bec3e21056d42f6e3
0

call

ax

7% 6,7 M~ action H1, TheDAO Token &%) T DaoManagedAcct &£

f{) accumulatedinput K% 1R Fis:

Action [6]
CallType:

From:

Gas:

To

Value:
BlockHash:
BlockNumber:
GasUsed:
Subtraces:
TraceAddress:
TransactionHash:
TransactionPosition:

Type

call

[2 0xbbObc244d798123fde783fcc1c72d3bb8c189413 (TheDAO Token)
4569940 Gwei

B 0xd2e16a20dd7b1ae54fb0312209734478d069c7b0 (DaoManagedAcct)

0 Ether

0x5965c954a9f9c60ade Fbd81d 1dc39e695f2be 262391693 15d7 4f1240c364baaa
1720245

275

0

[1,1]
(0xa348da60799bff3call4b3ed9ctBedebeaddc5728a07fB4bec3e21056d42f6e3
0

call

Bxd2cc718F | *=——"

accumilatedInput () B &L
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Action [7]

CallType: call

From: [2 0xbb8bc244d798123fde783fcc1c72d3bb8c189413 (TheDAO Token)
Gas: 4568958 Gwei

To: [ Oxd2e16a20dd7b1ae54fb0312209784473d069c7b0 (DaoManagedAcct)
Value: 0 Ether

BlockHash: 0x5965c954a9f9cB0adeTbdB81d1dc39e695f2be26239169315d74f1240c364baaa
BlockNumber: 1720245

GaslUsed: 275

Subtraces: 0

TraceAddress: [1,2]

TransactionHash:

Oxa348da60799bff3caB04b3ed9cO6edebeaddchb728adrfo4bec3e21056d42i6e3

TransactionPosition: ]
Type: call

ORI b - accumulated Tnput (R &Y
Input:

accumulatedInput PR%L methodID B WL N

ID Text Signature Bytes Signature

104670 accumulatedinput() oxd2cc718f

FE55 8 4~ action #1, TheDAO Token &#JifiH 7 DaoManagedAcct & ZH)
payout %L, 1R AR

Action [8]

CallType: call

From: [® 0xbbIbc244d798123fde783fcc1c72d3bb8c189413 (TheDAO Token)
Gas: 4563069 Gwel

To: [2) Oxd2e16a20dd7b1ae54fb0312209784478d069c7b0 (DaoManagedAcct)
Value: 0 Ether

BlockHash: 0x5965c954a9f9ct0adeTbd81d 1dc39e6952be26239169315d74f1240c364baaa
BlockNumber: 1720245

GasUsed: 3183878

Subtraces: 1

TraceAddress: [1,3]

TransactionHash:

0xa348da60799bif3ca804b3e49cH6edebeaddch728a07B4bec3e21056d42f6e3

TransactionPosition: 0
Type: call payout |>‘_[’_<|?§5{ T A
w ¥
9x8221838a§3 pf835a0247b0063c04ef22806ebe57 511977 cco000000
20 60AREOARA0ARAGAAAE0 Juwuuumrf‘ﬂ @852e8bfaZe
Input: k]
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payout BR%Y methodID & k)4 B .

ID Text Signature Bytes Signature

593 payOut(address,uint256) 0x0221038a

payout PR A:

198 ~ function payOut(address _recipient, uint _amount) returns (bool) {

199 if (msg.sender != owner || msg.value > @ || (payOwnerOnly && recipient != owner))
2e8 throw;

201~ if [ _recipient.call.value({ amount)()) {|

202 5 . T

283 return true;

204 ~ } else {

285 return false;

286 *

B3R Gl MRS M 7] LAHIE, recipient Ei/2 %R &ZHubE,
_amount FLER K S, HPa HHEF ML RRER S KIE anount 4
ether. Bl action[9]H N %

7E action[9] ", DaoManagedAcct &%) BB &L F 0 HEEIK, WEES
210K H| ether J5, Sk BN fallback BR%L, HEANT—RHIHM .

Action [9]
CallType: call
From: [2 0xd2e16a20dd7b1ae54f0312209784478d069c7b0 (DacManagedAcct)
Gas: 4535855 Gwei
To B 0xf835a0247b0063c04ef22006ebe57c511977ccd
Value: 0.000000022255761966 Ether
BlockHash: 0x5965c854a9f9ct0ade7bds1d1dc39e6952be26239 1693 15d74f1240c364baaa
BlockNumber 1720245
GasUsed: 3175103
Subtraces: 2
TraceAddress: [1,3,0]
TransactionHash: Oxa348dab0799bff3ca804b3e49c96edebeaddc5728a9764bec3e21056d4216e3
TransactionPosition: 0
Type: call
ex

ZE I,
RIS

—R ISR T,
— R AT

o FRATVH- 4 5 M 28 Sy ic s N S A& 2R Y
RS2 splitDAO PRELIBATIERE . FIHFATE—T

splitDAO K& H I S BEAAY
splitDAO BRELH CBARAS 4N R B
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945 function splitDAO(

946 uint _proposallD, ¢ P

947 address _newCurator RESIHIERE

948 ~ ) nokEther onlyTokenholders returns (bool _success) {

949

958 Proposal p = proposals[_proposalID];

951

1F splitDAO PRELHAE NS EIRL RS proposal ID I F &K

_newCurator,
985 // Move ether and assign new Tokens
986 uint fundsToBeMoved =
987 (balances[msg.sender] * p.splitData[8].splitBalance) /
928 p.splitData[®].totalSupply;
989 if qp splitData[@].newDAD.createTokenProxy.value(fundsToBeMoved) (msg. sender‘}| false)
o096 thon
991 . L gy s -
092 8 B theDark D_—\O|:|éﬂE"]crEa:eToken?roX}'@lﬂ, H % 5 fundsToBeMoved "ether

M theDark DAO &%, HAARHILH ) newDAO 52 theDark DAO &4,

aiaa G Lemar ve perwe  paeras

1812 Transfer({msg.sender, 8, balances[msg.sendar]);

1813 withdrawRewardFor{msg.sender); M_C_E".\EEIG get his rewards

1614 Totalsupply -= bDalances|msg.sender]; - E = AR eow B ) &
1815 balances[msg.sender] = 1 flwithdrawRewards orl_lﬁ
1816 paidOut[msg.sender] = @; M N .

1617 retormtrues ki ek e

U\L@ﬁﬁ%'#_fﬂl, XD B R S R % ether, SR EEHTIK 1

’Ij(lu\ =] 4L¢\ o

M ETFTCLER], 7F splitDAO K& A T withdrawRewardFor %L,

[fiE— N withdrawRewardFor pREAAYS:

1862 - function withdrawRewardFor(address _account) noEther internal returns (bool _success) {

1663 if ((balance0f(_account) * rewarddcount.accumulatedInput()) / totalSupply < paidOut[_account])
1664 throw;

1665

1866 uint reward =

1667 (balanceOf (_account) * rewardAccount.accumulatedInput()) / totalSupply - paidOut[_account];
1868 if (]r‘e\uar‘d.l\ccount.payOut(_account, reward)) |

1869 throw;

1878 paidOut[_account] += reward;

1671 return true;

1672 1

1F withdrawRewardFor BRI H X T rewardAccount & 21 payout ER%L,

Hosz, i FAc S ie TRl 4, rewardAccount & 215 DaoManagedAcct
£¢], _account LSRG LIKF, reward 2K L. payout ERELHS I
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198 = function payOut(address _recipient, uint _amount) returns (bool) {

199 if (msg.sender != owner || msg.value > @ || (payOwnerOnly &% _recipient != owner))
288 throw;

201~ if {_recipient.call.value(_ amount}{|}) |

202 PayOut({_recipient, _amount); \

283 return true

204 ~ 1 else { BEHEE S _anountether

2085 return false;

286 1

MG ELE 2, 7E payout BRAL, 8L call IHHI _recipient A%
_amount > ether. FINFE call WA E. gas O 36 7E gas fH, FrLAizif
RREL G A gas. M ERPHTHAHMERIE, recipient FAFEEES
4], LEEELEWE] ether QRAMHEWEID N, 2 HBMMA fallback B4L,
MITREN T —5E 11 FH .

I BT, ARG — N E B SRR B E RS — B RS,
B2 fallback BECRAG OB, EEEE LR ether I, B3Nl
RKI fallback ¥, fallback BR#r2> I theDAO Token &#I splitDAO
PR%L. 7F splitDAO BR%H, AR TheDark DAO & ZIf createTokenProxy BR%L
IR IEKEM ether. SRJE ] withdrawRewardFor Bi%, withdrawRewardFor

PRI S F ManagedAccount A1) payout pR%L, 1 payout BRE(H, fHH call
R BESY, JFREBESGARIE ether, XFESFXANRERALIM
fallback BK#L, fallback BRI splitDAO BRI HEN T — %8 i 2 K 15
. PR~ EHIR:

E ==
DIY=A

49



TOPSEC

’f%ﬁmﬁ

DX B AR P B 2 s R 1 A A 75

| et 0 T A

Y

EE B0 d [.‘i L7 HTheDAO Token5 2411 splitDAORA ﬁ’?{}(i

BARHEATDOBS v

splitDAQI} FiitheDark DAO+£Y4 HJcreateTokenF’roxw i
L Jlfu_fundsToBeMoved ~ether

v

[ splitDAO I withdrawRewardFor g £ ]

A4 H

Y

[wnhdraWRewardForm o HIManagedAccount £+ £ payoutpf 51 ]

payoutd 2 Healllif . J2ik45 % S {5 #9_amount ’|‘etherJ

HE RS EE 5 ¥ fallback
FE. SEIEFIEMsplitDse

e

e \ 1

L frfatilether)i. fil/zfallback i K

4.2.4 HEBW

BEXTE NG, A3 BUR JURP 5 ] AT -

AR AT R KIS ZEH transfer BEL, transfer BREUFEIKIN K%
2300gas, X£& gas HEALUMMEAHELFH S — G4, IEEHAT LR S [
BN R

Fk, AT MBS K 37y 2 B AHD, SON S SERTIK T KRS AR &, AR5
AT K% ether HI#AE, RISTARIRH) gas #E 2 ik G B LA &2, H
BT C& S 7K HRA, I UGS S A MU BGEE K R 2 1 K
NI

E, WU REE LA I NE B, RIERM RN — MRS E, H
TR EPAT SR P HUE S LRPRAE, IR =AW
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4.3 parity A EAANRIEHIIRIE S
4.3.1 ZEFMHHR

parity BB —FIEHEIWRATI AR Y . 2018 47 H 19 H, parity &k
A BT, SRR L) 16 HLLRT (3000 J1ET0) -

4. 3.2 IRIARE
ABE $2 il Y T

1.3.3 WG
LU EREATR A

HEE—TIINRRA:

1) fallback ER%i:

fallback B2 solidity 5 —/MUBUHFFRREL, H— MBI
token I, 2xHBNHA fallback % M NELMENELE, HZAEYL
TIRVLECRIZA R, e BB HZ S fallback R,

2) delegatecall BA%K

delegatecall BRHUE—MAFERIEE M, T E & LR DU
delegatecall MR &L inaas 2 B, JHERME G AR P HIT,
i HAE AL FEH msg. sender Fl msg. value FMEAZM . WEk2ll, WHES
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ZEIBATI, W] BLBhA e BAOm#es /i & & Q0 R040, IHE B SR
(Ip=S=Yav R

3) RBHTT WA

fE solidity W& & HAUE , BRI AT WAEA VUFE, 43504 private. internal,
external. public.

private : [UCHRTAELITT LA

internal : {CUETE L) RILIRAELI T LR .

external : fUAMBELIR LA

public : FTAELF LA, X2BINMET ILPE.

2. parity wallet faj/:

parity #flfg N L ELELERM, LHEEL AT ZET vallet HEESGY
MlwalletLibrary ESZIRSEIM. wallet FLMRIGEIRD, BA L%
RACRS, EEM S B A walletLibrary S22 S, wallet &£
delegatecall ] walletLibrary &) Wi SEIVERELI DI RE o IXFEML A 4T AL 72 «
B ARG BRI 2 B 4 W55 walletLibrary FES A, RFEEAE K b
B, BT UL S 0 wallet SASERME, IR P AR BLyg /b
MBS ARAND R, JrEEEERIE, 10 H AT LA K B S L A U
Gas JH¥E.

parity wallet B T/EIREINT BFARN:
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BRE. HENE. HERER, B&KFLE
TEESEH TR gas 2, HUEE—R, OF
|

wallet B8 HZE

! I
HA delegatecall I8
AR walletE ] walletLibrary &%)

3. Wi RIEMEMIRHiER

BT XHEEAZ Fiid sk, BATELEEK T E R “internal Txns” &R
R THEMAS , WTHEFR:

Oxeef10fc51701669b.. hﬁﬂ@i 894 days 14 hrs ago Oxbec591de75b869... - Multisig Exploit Hacker 2,189 Ether
— % Shash
owYWsazezzdsam."'?}lg:/ 894 days 14 hrs ago / 0x50126e8fcb9be29. ek K b= —pMultisig Exploit Hacker e o w57 44,085 Ether
=pipEERE
0x0e0d16475d2a 4041179 895days 4 hrsago it "B 0xe1effib9cecd3ass

- Multisig Exploit Hacker 6,793 Ether

H T B 3 6 =AM R Beh ik — e, B BAERATTCAZE AN Nkt 7t
At AR

WA AR Sn ke, R T BAEH N HieR, W

0x97f7662322d56e1 37¢ 894 days 16 hrs ago PR Multisig Exploit Hacker N [3 0x50126e8fcb9be29 0 Ether 0.001227093
0x2e65274f2bcc7 29 043784 894 days 16 hrs agl%mz R Multisig Exploit Hacker N [3 0x50126e8fcbGbe29 0 Ether 0.001403619
— owner

W EFRTBIE S, B3R mAL S, — A48 5T R owner R, —
AE ST T
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4. WHEEIRE owner IR

B Mk owner BURAZ Zpid %, &8 Zic sk FIHb k4
https://etherscan. io/tx/0x2e65274f2bcc729alfebc2b44138b1da3642fca

19d6419054a13ed8fa3933c2d

(%) Transaction Hash. 0x2e65274f2bcc729a1febc2b44138b1dald642fcal9d6419054a13ed8fa3933c2d (1
(@ Block: 4043784 5145201 Block Confirmations

() Timestamp: @ 894 days 16 hrs ago (Jul-18-2017 12:13:36 PM +UTC)

@ From: Oxb3764761297d6M121e79c32a65829cd 1ddb4d32 (Multisig Exploit Hacker) [

@ To: Comlra}:t 0x50126e8fch9be29f83c6bbd913cc85b40eaf8s6ic @ ([0 L\

. — S AL
@ Vvalue 0 Ether  ($0.00)

() Transaction Fee 0.001403619 Ether (50.18)

) Gas Limit: 82703

(2) Gas Used by Transaction 66,839 (80.82%)

(%) Gas Price 0.000000021 Ether (21 Gwei)

() Nonce Position 3 7

_ walletLibrary & &) RIHET

(@) Input Data: /
Function{ initWallet(hddress[] ouners, uint?56 required, uint256 daylimit) **=

MethodID: @xedédcfeb

[e]:

[1]:

[21: 5439f11e9b39Fc000@

[3]: 1 — WEEE M
[4]: ‘G@QQG@@@GG@@@@@BB@@99959h37647619297d5{121579(32555829Cd1ddbL'd}Z |/

e

It parity trace ] “Raw traces” W LAE 2L 5 VEANIEHRE, WH:

1
B { e—— actionl

3

2 = pica 11 — EEDR S

5 ": ['@xb3764761e287d6T121e79C32a65829¢d1ddbad32",] *+= i

6 8xestT

7 “oxed6dcf

8 ¥50126e8F cbobe29F83c6bbdo13ccBEb40aFEEFC”, |t ...

9 o — FEHSwallet B MY
10 5

1 "blockHash”: “@xf5a@32blc625a822eea2822eafe57791ca461443a8a795F54d32¢4b072FC35d",

12 “blockliurber”: 443784,

13~ “result”

14 “gasUs 0xe207",

15 “sutput’ 2

16 5

17 “subtraces”

18 “traceAddres .

19 “"transactionHash”: "@x2e65274f2bcc720a1fe6c2ba4138b1da3642f 2190641005431 3ed8Fa3933¢2d",
20 “"transactionPosition”: 117

21 "type™: "call”

;g i %' — action2 X

Py { P delegatecallif

25 @ st h N
26 2 3 — HEHEAvalletHE I
27

28

29

N —  WEHAwalletLibrary EME
32 “"blockHash": "@xf5a@32bIc625a822eeals: 461443a8a795F54d324b072FC35d",

33 “blockliurber”: 443784,

34~ “result”: { . 3 Ly

5 “gasUsed”: "@xddse”, A

36 “output”: "ex"

37 1

8 “subtraces”

39+ “tracehddress”: [

20 [

41 1,

42 "transactionHash”: "@x2e65274f2bcc729alfe6c2ba4138b1da3642Fcalods419854al3ed8fa3933c2d",
43 “"transactionPosition”: 117,

a2 "type”: "call”

4}

25
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M EEATULER], ZELHEE 2 1 action, EH—A action FFEERLIL
drE R R wallet BRES L, IR B MK P HbEE SR 2
B, 7E5 A action PR KA wallet 521 delegatecall
walletLibrary FEG £ initWallet p%L.

T A R ARG R S X — SRR, W RBINE LA vallet B4
M walletLibrary &%,

Wi B T vallet 296 initWallet 3L, 1H wallet S ZIFIFK
H initWallet BA%L FrUABEERIANEA T wallet 52001 fallback E%L fallback
PREARS AN T

// gets called when no other function matches
function() payable {
f/{ just being sent some cash?
if (msg.value > 8)
Deposit(msg.sender, msg.value);
else if (msg.data.length > @)
_walletlibrary.delegatecall({msg.data);

MAREG R EF) fallback BECEH T walletLibrary 5% MwalletLibrary
AQ’JEPﬁ)ﬂ initWallet A%, FHEE — F initWallet eREACHY:

function 1n1tNallet(address[] _owners, uint _required, uint _daylimit) {
initDaylimit{_daylimit);
initMultiowned{_ owners, _reguired);

¥
M EERASHER], initWallet BREAT DAL NIK P M2, MSE4
FDLE H, XA IR R R 6 1 2 25 4 BB owners 1. 534b,
initWallet B&¥CAT WAESEERIAM (B public) , T MEATIK /- #BAT LA FH % B
B, XA RS SR owner (RN RTTHIEATEILE], B B S mk
FIHIEE NS initWallet REL, initWallet PRACAA T initMultiowned
BREL, N THRAE initMultiowned BRELHIME, FATE — T IZR AR
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DX B AR P B 2 s R 1 A A 75

function imitMultiewned(address[] _owners, uint _required) {
m_numOwners = _owners.length + 1;
m_owners[1l] = uint(msg.sender);
m_ownerIndex[uint(msg.sender)] = 1;
for (uint i = @; i < _owners.length; ++i)

{
m_owners[2 + i] = uint{_owners[i]);
m_ownerIndex[uint(_owners[i])] = 2 + i;

}

m_required = _required;

1
MARIG AR PLE B, 1% R 5 E IR 2 VIR L ERE owner. 1Z BRI B ZERIA
] L (public) , ARAIK P ERRT LA AT . FrCA, Mo 2 sax pr it (] F2 10
initMul tiowned BREGRAF T LB owner BLFR

W BT, AL — N B #E RS owner FIEEANAR: Bk E kW
wallet ALIKEREOAN, HH wallet AL initWallet W%, FHECH
M P E NS E . —fE N (Hwallet GZIFERH initWallet pREL, T2fH
BRINA I EL fallback PR3l 2 ifiiEid delegatecall i walletLibrary &I
initWallet BR#, HIT initWallet RECRBOATT WAL, AT AFTELEA, FrEs
initWallet BRECH RS, 4R owner 5 CATC: & (KK 7 bk o

N AT AR P T i X i R
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I & E Awallet 5 £
BlinitWalletERIET

alletE ¥1IE S HinitWalletE ¢

241l 1 Bwalletd £ f0fallbackiER ]

fallback ¥ Adelegatecalli@ MwalletLibrarys | initWalletHEN
20 SlinitWallelBE """ s ormed 2R T T
14 (public) . HARMI). X

J . BRRREEEE.
initWallet %18 AinitMultiowned & 1 ,‘I/ﬁﬁ_.t
Hi=Fownerfi iR
A B S owmer iR g

5. Wi BHNERH ether

AT B REE T S, A il bk A
https://etherscan. io/tx/0x97f7662322d56elc54bd1bab39bccf98bc736f ¢

h9c7e61640e6FF1£633637d38
WA FFR:

o7


https://etherscan.io/tx/0x97f7662322d56e1c54bd1bab39bccf98bc736fcb9c7e61640e6ff1f633637d38
https://etherscan.io/tx/0x97f7662322d56e1c54bd1bab39bccf98bc736fcb9c7e61640e6ff1f633637d38
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() Transaction Hash- 0x97f7662322d56e1c54bd1bab39bccfaBbe736fch3c7e61640e6ff1633637d38 (1)
(@ Block: 4043791 5145810 Block Confirmations
@) Timestamp © 894 days 18 hrs ago (Jul-19-2017 12:14:18 PM +UTC)
@ From: \ 0xb3764761e207d6112179c32a65829cd1ddbad32 (Multisig Exploit Hacker) ‘1'—’ T E I P
@ To: Q Contra& 0x50126e8fchb9be?9f83c6bbd913cc85b40eaf36ic & o
TRANSFER 44,055 Ether From 0x50126081cb00e20723c. 1o = 0x037647612207461121e. THEREE M A b
@) Value: 0 Ether  ($0.00)
() Transaction Fee: 0.001227093 Ether (30.16)
(%) Gas Limit 88,926
(2) Gas Used by Transaction: 58,433 (65.71%)
(@) Gas Price: 0.000000021 Ether (21 Gwei)
@ Nonce  Position 4 12

@ Input Data
’ Fun(tion:ddr‘eaa _to, uint256 _value, bytes _data) *** )
- mEREHAMN, B ote

MethodID: 8xb61d27f6
[e]: ‘666@@@BBBB@@@CGGGEE@O@O@M7647612297d6f12le79c32365829cdlddb4d32 |

[1]: eee@@@aE!E!El@@@GE}E}E}EE@O@@@@@@@%@@BB%66866626‘295&39ﬂle9b39fc@@@8‘_
[2]: Ju\
3]: _
e ¥ Tk 2:3144005ether,

[4]: Bl_value

M EEFTLLES], Bidi & A execute BRAL X2 —MEIKRE, ZRECHE
—ANSH o AT RIIK P L, S AN SER RIS EBGHR Sk
R2H to WEIOVME SRR sk, K28 —ANSHCEBE DY 44055,

%A T EIL KA :

;- g actionl
4 ype~: "call”, y
s [BXB3764 76120706 1216 70C 325658 20C 18064032, | g Hrihi M P bt
6 “gas GXFE86™,
7 "ir‘mﬁi - exbs1d 4 mﬂ}'_zisiumwc 5820cd1ddba F11e0b30fc
2 "to": ["ex5e126e8fcbObe29f83cobbd913cca5bABeafBEFC" ) s
9 "value™T "BXg — iR Avallet G
1e 1
11 “blockHash™: "@xd61284cadeel679865621448c6746de8cdbabaeatasodaed8see4f26dafedfss”,
12 “blockhumber™: 4843791,
13-
14 5
15
16
17 “subtraces™: 1,
18 “traceaddress
19 “transactionHash”: "@x97f7662322d56e1c54bd1bablobccfosbc736fchocTes1640e6f F1f633637d38",
28 “transactionPosition”: 12
21 “type”: "call”
= I tion2
= action: q
;i, { _ delegatecal liff
25 = "delegatecall”
26 2 x58126287Cbbe201B3CEbDI913CCB5DA0RATOTC, Y FHIEEE W ywal lot S LIH0AE
27 ™ =
28 06060008080060008h3764761297d6121e70C32265829cd1ddba 9F11e9b30fc!
2 9bOb66=87bbbad030880C3 ",
3 : ~ Wi Awal letLibrary EE) AL
32 “blockHash™: "@xd61204cadeel6798658544486746de8cdbabaeafasodaedasa64f26d4felfss”,
33 "blocknumber”: 791, p
34 “result™: { ~executeRIET
EE "gasus ’ .
36 "output”
37 }s
38 “subtraces”:
35~ “traceAddress
48 °
4 1.
42 “transactionHash”: "@x97f7662322d56e1c54bd1babl0bccfo8bc736FcbIcTeb1646e6FF1F633637d38",
43 “transactionPosition”: 12,
44 “type": "call”
45 s
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46 { .

47~ faction"] 4= action3

18 CallType": "call”,

:g “fro |e;ggézfesfcb9be29f33c6bbd913::ssbnaeafsafc M piEApalletSHHE
51 "ex",

52 “to": [(@xb3764761e207d6f121e70c32265820cd1ddbad32™

S vl T maEEk e
54 Do

55 "blockHash": "@xd61204cadeel6798656a1448¢ de8cdbabaeafasedaedssaear2edafesfss”,
56 "blockNumber": 4843791, e

57+ flib s

58 "oxe"”

59 "ox”

e b

61 “subtraces ": e,

62~ “traceAddress”: [

63 8,

64 [

&5 1

66 “transactionHash”: "ex977662322d56e1c54bd1bab30becFOBbCTI6FCbOCTe61640e6FF1F633637038",
67 “transactionPosition”: 12,

68 “type”: "call”

62}

M EEHFRTLIES], XEETARZSHEE =" action, £ —" action H,
Wi #Z i H wallet G218 execute BEUHEATHK, wallet A Z1BH execute BR
B, BOAPAT fallback BRE, FrLAESE A~ action HfHH] delegatecall i H
walletLibrary &%JH) execute FRE, HAHNIN)G, £ =1 action $ wallet
LA B KK 44055ether .

NHIE—F walletLibrary &%) execute ERE D

function execute(address _to, uint _value, bytes _data) external onlyowner returns (bytes32 o_hash) {
[/ first, take the opportunity to check that we're under the daily limit.
if ((_data.length == @ && underlimit(_value)) || m_required == 1) {
// yes - just execute the call.
address created;
if (_to == 8) {

created = create(_value, _data);

} else {
I M s
WP to.call.value( value) ) _ [EEEEW PN _valueTether
throw;
¥

SingleTransact(msg.sender, _value, _to, _data, created);

MARKE AT LAE 2, M execute PRELTE E owner AR, X B K EH#H OAEAS
— NG HIRMG T owner BUR, AT AR PAT K EAE, RIhE M.

Wi # g mitRE i~ B PR -
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[ hE J { walletS£Y J [ walletLibrary &£ ]

fallback
b
. atecall executelREL
el 4&@9\)

action2

code

HifTexecutelE
%, [EEEEE

FEE ether
action3

gi bpmd, FATTEIX AR — T Bra g i

o, Bl B HbRE M wallet S2FERAL ether, AZREL ether HUEH
H execute Bi#, {H execute BRETHEE owner AR, FT AT ¥ B 5 & E3R15
owner BUIR, Kl HAEK S owner BURASCH AN I, A initWallet
PR BT LA R B E W] DARAE AT AR, oAt JUAS B R 75 22 owner LR
REVR, FTUAXCEE SRR initWallet R, K5 ORI Hohib 8 ek o i
—HJ owner, XFEMIAT T owner AR, RJGHURIBAIRIIEM 1 execute BA4L,
AT 5 T 2 o
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4.3.4 ZEBW:

T FIR S AR DARNGE , 120 32 R R R A 2 b R AT IR R B AN i R
(., BEIZFFAOMRTE R, SREEN initWallet BRET WM, H4h, BN
initWallet EEHE — MIEALERA owner WK/ (IEREL, FFLL initWallet B&%
ZABAERE S AMNHERA — R, — BEEEREA RV .

4.4 parity RBEEEEEY) delegatecall HHIRIE DT

4. 4. 1 BEEHHR

2017 4F 11 H, parity 8RB HRER S, —MNHPMER TEREESZ, 7
H 20 HUUGEEMERB AL TR SRR, REM T 48 513743 4~ ETH.

4. 4. 2 JWIARH

delegatecall R IHIA -

4. 4. 3 R

1. JUNEREETR A

FEHTIRIART, JoE JLAFR R

1) delegatecall %
delegatecall 7& solidity &5 I —FVEEAH T, solidity B 73R

Fi%f delegatecall & X WIF:
61
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There exists a special variant of a message call, named delegatecall which is identical to a message call apart from
the fact that the code at the target address is executed in the context of the calling contract and msg. sender and
msg.value do not change their values.

This means that a contract can dynamically load code from a different address at runtime. Storage, current address
and balance still refer to the calling contract]only the code is taken from the called address. |

M SCHRATBAE Y, — a2 n] IAEIZATIN A delegatecal 1 fna i
2R, X AR AE R & S 2000 £ N SO R AT, R A S 20k

FIARY)

2) suicide FR%L
selfdestruct K%, e — NMEEEEL) . FHIAZLE solidity B/
DO EL S

selfdestruct (address payable recipient): |Dceroy the current contract, sending its funds to the |
|given Address and end execution] Note that sel fdestruct has some peculiarities inherited from the EVM:

* the receiving contract’s receive function is not executed.

« the contract is only really destroyed at the end of the transaction and revert s might “undo” the destruc-
tion.

ALUEH, suicide MDIRERME A EL, IR ELTRRFUKIEDI S

FRE K bk .

2. parity wallet fURSHZ%

AL HE KRBT EM G, parity BIMEE THRIREHIINA . 120505100
.

initWallet B iﬁ{lkﬁﬁi:ﬁﬂ

function 1n1twallet(addre55[] _owners, uint required, uint _daylimit)|only uninitialized F

initDaylimit(_daylimit);

initMultiowned(_owners, _required);

} FEANAL PR IR 3

NI AL PR R A A

/{ throw unless the contract is not yet initialized.

modifier only uninitialized { if (m_numOwners » @) throw; ; }
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FoAt R Bt AN 7 AR R -

initDaylimit PRZL:

function initDaylimit(uint _limit) only uninitialized {
m_dailylimit = _limit;
m_lastDay = today();

I

initMultiowned PR%:

function initMultiowned(address[] owners, uint required) only uninitialized {
m_numOwners = _owners.length + 1;
m_owners[1] = uint(msg.sender);
m_ownerIndex[uint(msg.sender)] = 1;
for (uint 1 = 8; i < _owners.length; ++i)
{
m_owners[2 + i] = uint(_owners[i]);
m_ownerIndex[uint{_owners[i])] = 2 + i;
3
m_required = _required;

¥

3. WirE RIAKIZZ Zidx

T XA Gyt s, FATRBNBGEH KIEW AL Gidsk, kA :
https://etherscan. io/tx/0x05f71elb2cb4f03e547739db15d080fd30c989e
da04d37ceb6264c5686e0722¢9

WAUTR TR
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(%) Transaction Hash: 0x05f71e1b2ch4f03e547739db15d080fd30c989eda04d37ceb264c5686e0722¢9 ([
(@ Status: @ Success

(@ Block: 4501736 4638520 Block Gonfirmations

(@) Timestamp (@ 784 days 19 hrs ago (Nov-06-2017 02:33:47 PM +UTC)

— TEEMRF I
() From ‘ Oxae7168deb525862f4fee37d987a97 1b385b96952 _ﬁ‘
@To Comracjf 0x863df6bfad469f3ead0be8i9f2aaesb1c91a907b4 kParity Bug: Trigger) @ (0
(@ Value: 0 Ether  ($0.00) - walletLibrary & £l
(%) Transaction Fee: 0.0019135336 Ether (50.25)
() Gas Limit: 140,701
(3) Gas Used by Transaction: 140,701 (100%)
(%) Gas Price: 0.0000000136 Ether (13.6 Gwei)
@ Nonce FPosition 88 63

B A initWal let BET

(@ Input Data
Functmn:addness[] _owners, uint256 _required, uint256 _daylimit)

MethodID: @xedédcfeb

e]: 60
1]:
2]:
2]

: 1 A AL, BP
\ 2e7168deb525862 A ee37d987a871b385696052 e _owmers Bl

[
[
[
[
[

4]

AIUVER], ZMhEE SR T initWallet %, 305K B QRIK - HhbE/E A

_owners ZHEE N initWallet R, MIHIRELL owner AR o

(=R N T ST A

FKFE parity trace T “Raw traces” , XHEuIAERFIEHMIEER:

{ .

fA—"Taction
“callType”: “call” )
“from": exae7168deb525862T4fee37d987a971b385096052 g HIA M P 1AL
"gas”: "@dca85

DX B AR P B 2 s R 1 A A 75

"input”: ‘|exed46dcfebolmge
"to": "‘BxsﬁBdFﬁbfaMGQ BbeB8f9f2aae51c91a907b4", ‘\
"value™ "BX@ -
, —- walletLibrary&&)ihit
"blockHash": "@x21c3acl7a523528af5e6a37601fcb1c81d829f8ba8dc63cd@94f72767acdfd13”,
"blockNumber": 4581736,

"result": ~ . —
"gasUsed™: "@xlca85", initWallet B&]
“output™: “ex"

s
"subtraces": @,

"traceAddress": [],

"transactionHash": "@x@5f71elb2cbafB32547739db15d888fd38c98%edaddd37ce264c5686e8722C9",
"transactionPosition”: 63,

"type": "call"

Al LB FIXARE 5 A — A action, FEHMIXA action A A LLE
W5 BB T walletLibrary & 291K
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4. 3KEX owner LR

HIERNE — T B IRTE owner BURFTRKIERIZZ 5y, A Gt A
https://etherscan. i0/tx/0x05f71elb2cb4f03e547739db15d080fd30c989e

da04d37ce6264c5686e0722¢9

ﬁAE 57 Ij\J %?’ 'f%_ 1%\ H
(® Transaction Hash: 0x05f71e1b2ch4f03e547739db15d080fd30c98%eda04d37ce6264c5686e0722¢9 L)
(3 Status. @ Success
(3 Block 4501736 4638520 Block Confirmations
(@ Timestamp, @ 784 days 19 hrs ago (Nov-06-2017 02:33:47 PM +UTC)
@ From: \ Oxae7168deb525862f4fee37d987a97 16385096952 _ﬁ“""' RS
@To Gontra# 0x863df6bfad469f3eadlbesi9f2aaeb1c91a907b4 kParlty Bug: Trigger) @ ©
@ Value: 0 Ether  ($0.00) - walletLibrary & & kbbb
() Transaction Fee: 0.0019135336 Ether (50.25)
@ Gas Limit: 140,701
() Gas Used by Transaction: 140,701 (100%)
() Gas Price: 0.0000000136 Ether (13.6 Gwei)
(@) Nonce Fosition 88 63

A initWallet BT

(@ Input Data
Function:address[] _owners, uint256 _required, uint256 _daylimit)

MethodID: @xed6dcfeb

[e]: Q

[1]1:

[2]:

= . REEL B
[4]

g ‘BB@@BBHEEHBEBG@QGGQ@@@@@A@HBMEh5258EZw‘dfe337d987a971b385h96952 |A/ _owmersZH

ATLVER, ZWEHE A T initWallet K% 3004 8 TR P HbkE A
_owners ZHEN initWallet BRI, MIMIRELE] owner LR o

FKFE parity trace T “Raw traces” , XHAUAERFIEHIPEE:
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- [action™ J#— {—action

callTn pe": "call”
“From" 19xae7168deb525862-F4fee37d98?a§71b385b96952"+——( pitge eyl okl
"gas": “exlcads

"input”: '|Bxed6dcfebimge
“to": "‘9x863df6bfa4-469 8beBfof2a2251c91a967b4", ‘o\\

"value™T "BXE -
18 1 ~— walletLibrary & &1k
11 "blockHash": "ex21c3ac17a523528af506a37601fcblc81de29f8b68dc63cd094f72767acdfd13",
12 "blockNumber”: 4581736,

(- U SR

13 = "result": { - 4 i 3

14 "gasUsed”: "@xlcads”, initWallet m@

15 "output™: "ex"

16 %

17 "subtraces": @,

18 "traceAddress”: [],

19 "transactionHash": "@x@5f71elb2cbdfB2e547739dbl5de8afd30co8%edadddl7ce6264C5686e072200",
28 "transactionPosition": 63,

21 "type": "call”

22

O REC 2 R B, X IRBUEH AT wallet G211
delegatecall i walletLibrary 5211 initWallet pR%YL, T2 EH A
walletLibrary &1 initWallet i, N walletLibrary 44121
FEE2), (BHSEARR FESGAM AR — B EY), o EEEE . (A5EHE
e B AT only uninitialized S6AFIRHIHINE? 1X il 2 3] delegatecall
PR T .

BHYE— N only uninitialized PR#| 2444

218 // throw unless the contract is not yet initialized.
219 modifier only uninitialized { if (m_numOwners > 8) throw; _; }

M EEARE T ER, X B &P n numOwners 288, RZE m numOwners > 0
TGV FH R -

FH—F m numOwners ZZ & FIME E.:

381 V4 pOI‘[r?fE'.'" used to finé‘ a free slot in m_owners
382 uint public m_numOwners;

KN ZAR SR uint 288, FrABGEE AR E I initWallet BREL,

m_numOwners 28 & HBEZ 0.
BT W EANEZ20 5 m numOwners A8 & AH RIS & B, m_numOwners 2%

w RAESARVIIGIEN T A 88 0, BA— BAIIG4L)E m numOwners 4% &kl
2 KT 0, FRARL LT FiR:
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118 /7 as well as the selection of addresses capable of confirming them.
111~  function initMultiowned(address owners, uint _required) only uninitialized {
112 m_numOwners = _owners.length + 1;

113 m_owners[1] = uint(msg.sender); — m_numOwners&x/]v 41
114 m_ownerIndex[uint(msg.sender)] =

115 for (uint i = 8; i < _owners.length; ++i)

116~ {

117 m_owners[2 + i] = uint(_owners[i]);

118 m_ownerIndex[uint(_owners[i])] = 2 + i;

119

128 m_required = _required;

121 1

M AR E B, ZREE A ZAPTIIEACE A B initMul tiowned BRI,
bk, WREALEEmEN T, B2 ZR BRI AL, WA m_numOwners
BEWRENKRT 0 1%, br, BdEEARRKIIHA initWallet BT

NNk T, HERE AL 2 DB EaL T, A
m_numOwners A8 &l A& 0 Wg ?
XL KB T delegatecal | BELHIANIR T o AIHEIFATC SR B
delegatecall FJLAEJFEHE, 7EXHEAFHER, THILAIDH— FHIHESL
if, delegatecall J&/E4 KIE/EFRI.

P EYIIA RS20, R EREAHK wallet 521 initWallet BREL,
i wallet A2 initWallet PR3 (Filid delegatecall M walletLibrary
A2 PELE initWallet REAREY, SRJETE wallet A 2R B R SCHIAT
initWallet BRELHIACHD, MHIECZ K& wallet S ZIRPIRAS, i walletLibrary
BYER— DML EL, ERPRESEERAEN . ZI R TEPTR:
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m_numOwners = 0 m_numOwners = 0

=S walletFE] walletLibrary &£

%
R W

HiTinitwalletREy,
m_numowners >0

\

v wallet & £1H) walletLibrary & £9H]
m_numOwners > 0 m_numOwners ¥ &
return —EH0
¥ v ¥
wallet &%) fl walletLibrary &Z1H#4A — m numOwners &, FEH7

Wriatb & 20ms, MR initWallet BN 1 wallet 2 ) m numOwners
A, T walletLibrary 29 m numOwners A8 B 42K 0, Wi 1E 25 H
T BEEHHP walletLibrary S2)H] initWallet B# BT initWallet
BRERTE walletLibrary G290 BN SCHHAT R, P DLRE B2 A8 i 2% 1R BR i1,

K15 owner BLFR .

5. &% walletLibrary 64

IR1S owner BRI, NRIE—ERZ G 7 walletLibrary 5%, 1%
E NN WA R
https://etherscan. i0o/tx/0x47f7cff7a5e671884629c93b368ch18£58a993f

4b19c2a53a8662e3£14821690
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A5 WARUNTT FoR:
(2) Transaction Hash
() Status:

(@) Block:

() Timestamp:

0x47f7cff7a5e671884629c93b368cb18582993f4b19c2a53a8662e31482f690 ([
& Success
4501969

4696803 Block Confirmations

® 786 days 11 hrs ago (Nov-06-2017 03:25:21 PM +UTC)

@ From: \ Oxae7 168deb525862f4fee37d987a97 10385096952 [0 \4—-— T Mk P e
@ To: aComrac* 0x863df6bfa4469f3ead0besfof2aaeb1c91a907b4 (I’arity Bug: Trigger) @ [
SELF DESTRUCT Contract 0x863di6bfad4693ead0b
walletLibrary &£ttt
() Value: 0 Ether  ($0.00)

(3) Transaction Fee

) Gas Limit:

(3) Gas Used by Transaction

(@ Gas Price:

(3 Nonce Position

(3 Input Data:

0.0009395152 Ether (50.12)
108,082

69,082 (63.92%)

0.0000000136 Ether (13.6 Guei)

89 144

~ walletLibrary ¥ B B R EE

MethodID: @xcbfobBcd i BEE P A
[01: | 7168deb525862F4Fee37d9872971b385096952 |

MR LLE D], WhEEE A T walletLibrary 52910 kill BREL
FHEA TR P b E S8R kil K.

XHEZE—T kill RE L.

228 /7 Rillls the comtract sending everything to ~_to’.

228~  function kill(address _to) onlymanyowners(sha3(msg.data)) external {
238 suicide(_to);
231 }

MAREG H AT LA BIBAT kill RACTR ZE owner AR, DINKTH#H OARE T
owner AR, HAtZME—H) owner, FrLARTBARGDIIAA] kill s4. kill RSk
BRIFFH T suicide A%, RAUTHFAIHOZEHRIS BRE, BTRA kill ML
FISEBR DI RE R B 5 wal letLibrary &2, AL TRIRFUKIER] to Kk,
1N G2yl Yl

suicide Bf

FRE— TR KEAEE
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i
- cQ-—— actionl

2

3

4 callType": "call", _ s

5 “from": [Bxae7168deb525862f4fee37d087a071b385bG6052" [demm""" FUEA M A At
[

7

8

"gas": "exlddga”,
"input": "excbfebeceececeececopapap0eneeeeBac7168deb525362f4fee37d987a071b385b%60052",

"to": ['@x863dfebfaddsoflcadebedfof2aae51c91a267b4",
9 "value™ "Bx@ T valletLibraryS#13it
10 1.
11 "blockHash": "@x894f3aaclc8a@cob@5d2cbebcBc9afe@7caddalcdbaedanfabecdbdbeavab7on”,
12 "blockNumber™: 4581969,
13 ~ "result”: {
14 "gasUsed": "ex14dgoa”,
15 "output”: "ex"
16 3
17 "subtraces": 1,
18 "traceaddress”: [],
19 "transactionHash™: "Bx47f7cff7a5e671884629c93h368cb18f58a993f4bh19c2a53a866223F1482F690™,
28 "transactionPosition™: 144,
21 "type": “"call"
22 s
23+ { action?

25 At ": ['8x863df6bfada6ofIeadBbesfof2aaes1ca1a007ha" , |ammm——— walletLibrary & )3t

26 "balance": "o@x@

27 "refundAddress”: | "@xae7168deb525862f4fee37d987a971b385b96952"

28 L | l WAt
29 "blockHash": "8x894f3aaclc8aBcob@sd2cbefcBcoafonTcaddal c9baedabfabec864bdaiabyon”,

3@ “blockNumber” : 45@1969,]

31 "result”: null,

32 "subtraces": @,

33~ "traceAddress”: [

34 a

35 .

36 "transactionHash™: "@x47f7cff7a5e671884629c93b368cb18f58a993f4b19c2a53a866223 11482690,
37 "transactionPosition™: 144,

38 "type": “"suicide”

39

48

ATLER, XML E 2D action, F—4 action £IBHE A
walletLibrary &#I/) kill ¥, 55— action #& walletLibrary 21 Kix &
mERIEER S, HE %

4.4.4 ZEBY:

B, REEA-ADREIR, EGABRR LA D ENDIRMER, HE%
b bt e — ML R BE A L), WA ARER A . R BRI GEEL
FHOERIAAL, (G delegatecall, call /2 AR, EHRAFMX
e pR B TAR B H R . fm, EIEREE S, EXE AT 1%
SIS VA, R =5 Tk 2% e BINHEAT 2w i, R 2 4 KU [ 31 B
k.
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4.5 ETC 51%% a5 (RFeHH)

4.5.1 ZEEHHR

2019 £ 1 J] 6 H, ETC XHBEM: 51%50li, ERAFFHIRL) 110 1L TT.

1 A 7TH coinbase BIJ5#fiih ETC 3442 15 Mk, Hrb 12 IRELEXAER
7, AT 219500 A ETC. B K45 coinbase 7RI 5 ] ETC 52
Tro 4, MIRFMN)ZEH F TR Biture F Gate. io IR ST

1 H 14 H, Gate. io FHRRNCEHEME 10 Ji3£I0H) ETC Hik.

4.5.2 JRIARE

1% H s T B BAE I i -

4. 5.3 JWIFVEL P

ENIRIAZ BT, 6E — N 5% E00H 20 LA R A
1) 51%¥%h

NI bitcoin F R ATF Y —BUA R TAFEUEMI 6l -
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The proof-of-work also solves the problem of determining representation in majority decision
making. If the majority were based on one-IP-address-one-vote, it could be subverted by anyone
able to allocate many IPs. Proof-of-work is essentially one-CPU-one-vote. The majority
decision is represented by the longest chain, which has the greatest proof-of-work effort invested
in it. If a majority of CPU power is controlled by honest nodes, the honest chain will grow the
fastest and outpace any competing chains. To modify a past block, an attacker would have to
redo the proof-of-work of the block and all blocks after it and then catch up with and surpass the
work of the honest nodes. We will show later that the probability of a slower attacker catching up
diminishes exponentially as subsequent blocks are added.

bitcoin AR AIFIRE], RRKECERZHANNBRE, HRFE RN
AR, R S ARSI ST, A S A S A bR
1 HAR A i d Hoft 8 4. 4 Mo B AR BB O — A XKBR I, A A8 IX
ANX Y AT X PR E R . 4R, bitcoin M2 4R @RI SE
RER TR E SR E.
BiE, ARA—MEFRIGI: WER—AGEN RERE T EME TR 51%L
b At A E S, RGP AR R, AT BRI SR R
AR, XA A T R, XA SOy 1, AR DL B
EREE SRR IR . A RSXAS B E RRF AR 51%LL BT, R Afhe] IS
BN EE BB . XU 51%T .

2) XEB
Wi mid s 20 Cbedn 51% %y, 0 #1%ds) , BE Sk
[A]—2& token HE AL PIREM KL L.

2. coinbase B H & RMAERZ 51%8 T

coinbase B 7 &AW I BIUIR Brs
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Coinbase & ™
0 @coi \ xiE ) v
@coinbase o

On 1/5/2019, Coinbase detected a deep chain
reorganization of the Ethereum Classic
blockchain that included a double spend. In
order to protect customer funds, we
immediately paused movements of these
funds on the ETC blockchain. Read more here:

Double Spend Attack Secrst ttacker mining activly

Green armmow
indicates
“canonical”
blockchain

Ethereum Classic (ETC) is currently being 51% attacked

On 1/5/2019, Coinbase detected a deep reorg of the Ethereum Classic blockchain
that included a double spend. In order to protect customer...

On 1/5/2019, Coinbase detected a deep chain reorganization of the Ethereum
Classic blockchain. In order to protect customer funds, we immediately paused
interactions with the ETC blockchain.

Updated Jan. 7, 2019—10:27pm PT: At time of writing, we have identified a
total of 15 reorganizations, 12 of which contained double spends, totaling
219,500 ETC (~$1.1M). No Coinbase accounts have been impacted by the
attack.
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3. gate.io BH A HIA ETC M4&iE 5% 51%B T+

gate. io AN T ETC MZEE 52 51%8 7, FERAMBEH M —EEE, CEH
BE: https://www. gate. io/article/16735

TEARRIGEY, gate. io MM 7 ERIRR S, Hh 4Bk UhE, X4
BEAZ G At 54200 A ETC, 28 S MAAE U0 R firs :

0xb5e074866653670£93e9fd2d5f414672df9f5c21baal2b83686e13644479633

8

Oxee3d1dffb660484b60f66e74a51e020bc9d75311d246£4636c0eabb9fdf16157
7

0xb9a30cee4ff91e7c6234a0aa288091939482a623b6982a37836910bb18acats
5

0x9ae83e6fc48163162b54c8023¢7a9a55d01b7085294fb4a6703783e76b1b492

BB AN 2019 4F 1 A 7 H 0:40UTC F4R%) 201945 1 H 7 H 4:20UTC 454,
Wi [R) 3, 4 AN/ o 3 B[R] T e 2 e 7 B0 e D 51% 6L |, Mo
HIRIETG AL Ty, 258 Gy P XAEAE B QBRI ), 2 F RS A8 5 IR,
PR EER ) KIE token e EHTIR A H S HIK A,

Wit # H R ETC K5tk A -

0xb71d9CD39b68a08660dCd27B3EAE1c13C1267B10
0x3ccce8f7415e09bead930dc2b23617bd39ced2c06
0x090a4a238db45d9348cb89a356cababa89c75256

74


https://www.gate.io/article/16735

-5 S e
A FlE
TOPSEC IX He B A O R S 22 SRV 4R o

4. BEERZHNE

HIERER NS
0xb5e074866653670f93e9fd2d5f414672df9If5c21baal 2b83686e136444796338, 28
5 WA 7 «

Transaction

Hash 0xb5e074866653670f93e9fd2d5f414672df9f5c21b... Gas Price 0.000000041000000000
From | 0x3ccc8f7415e09bead930dc2b23617bd39ced2c06 | Value 5,000.000000000000000000
To 0x882f944ecedc9d5f17c657d8448c52c1f295de78  Nonce 5
Gas 221000

From block

Hash 0xbc358812654331c91474d0cb0b28ad24325d004...

Height 7254646 (2290954 confirmations)

S‘E%F)’fﬁlzﬁ%{—%z%\:
ETC Block #7254646 INfo  0xbc358812654331c91474d0ch0b28ad24325d004417d2...

Timestamp (UTC) 2019-01-07 00:29:45 (a year ago)
Difficulty 124,807,865,294,663
Total difficulty 539,331,574,369,975,599,104
Orphan yes
Transactions 20
Miner 0x87cfd09c483fe65352456bb26c784a0e4c4ba389
Gas limit 7,147,253
Gas used 569,733

Transaction root 0x6397900e6daa38fcebd151fc1528ae9795¢e3a...

State root OxOfe7afac65a0810cd8ff9e08229da317256e1aa9262...

Extra data 0x6574632e6172736d696e652e636f6d
Nonce 0x22b61ad08f6053b7
Total block size, bytes 2,841

MIRATE I R 7254646 S X HRF, A B X PUE SR s
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ETC Block #7254646 INnfo 0x0835¢fchad49fcase2f75580cablbeeed206c4338e31ad966e0f1 c89a603..

Height 7254646 | Reward 4
Timestamp (UTC) 2019-01-07 00:27:37 (a year ago)
Difficulty 125,543,078,576,671
Total difficulty 539,331,562,118,389,366,784
‘ Orphan no |
0
| Miner Ox3cce8f7415e00bead930dc2b23617bd39ced2c06 |
Gas limit 6,590,104

Transaction root 0x56e81f171bcc55a6f8345e692c0f86e5b48e0...

State root 0x9b1d3762e1b9f3fbbcede947dda2ba731251666c59...

Extra data 0x
Nonce 0xf06db4caf56d3d30
Total block size, bytes 517
Transactions

No transactions

M Zy i s ml Al
0xb5e074866653670£93e9fd2d51414672df9f5¢21baal2b83686e 136444796338 ixX
AN BWH T 0x87cFd09c483Fe65352456bb26¢784a0edc4ba3’9 4T i
0xbc358812654331¢91474d0cb0b28ad24325d004417d21£653990bcd258b3be39 iX
AMXE (X528 7254646) H, (HIXAXHUE—MIEL, BIZIX BOANTE KBk
dr, ZIX RIS G AR TR . BE BRI 7254646 5 X HR N A KT,
XA X BRI T

0x3ccc8f7415e09bead930dc2b23617bd39ced2c06, RIFrdi#& MKk Sithhl . X5
Bt A A B ook i 5 BRI X N 2

CAFIRERI T i, BAT0HT 1 =282 5, SR 55 B HME, &R
Gy X BRI, By A 2 SO 72 ) 5 B A (R A IX e

76



’fa&m%

TOPSEC IX Hebie Fr A v 5 R A 2 4R

5. MXBLFRHEFER LR

WIEZ G T E e, Wi o KA, XESAEEGEK R, BITE
EXERER T SROE RN S, RIAEIXEBN BN H K8 T 2 kB,
HZ SRS, &Rt ETC XUE

MR N Bl E S 1 XS AR IR R AT AR S A5

BRI . 5 7249342 SR 7249418 T IX . {ERXAYEH AT HY
AL E R :

ToR 7249357

TR 0x1b47a700c067d285179¢421ffddba5b60ce8ebddc57a5f9568e682
A5 | 43a20eabf8

F— 7249361

H— Ox4baab88edbba3eef0c15c8fb2bchfde8b3aeeledfcf138805¢7200
R | 62F77380ae

XA 600ETC
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>_}

&

ESL I BRYEE: 5 7254419 5 E 5 7254472 5 XL, AERXANEH A EET X

A5 B

TR
Sy Pt
X

7254430

TRZ

§

hash

0xbbal6320ec10701e615db5a65d47a8714b097c1cdadd1874793ed

5 h9540babcdl

%
A2 5
FEX B

7254435

%

hash

0xcb4c8461478b0b5401£35579e64bd46665c543t45e0903aa1951f3

5 f4ef551ffd2

WAL
til

4000ETC

BTG 5 7254567 B 25 7254708 = (X B, 7EIXANTE B F AT I XY

?’Ei%{%‘A%\:

T

1254646

0xb5e074866653670£93e91d2d5£414672df9f5c21baal2b83686e13
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5 | 6444796338

F— 7254656

H— 0xa8265efc66620f9c99f7F21b348cc6c9e039fc54d5182785e¢58916
EAE | b935c06128

XA, 5000ETC

B HYEE: 5 7255034 B 25 7255111 =X B, 7EIXANE B F AT I XY

RIS

ToR 7255055

ToR Oxee3d1dffb660484b60f66e74a51e020bc9d75311d246£4636c0eabb
Lo | 9fdf161577

F— 7255066
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T 0x84508f3084e64ddefeac96b3ccdad386e75136103793d1b59c3f0e

238 | Ocea88ahdb

AL 9000ETC

B HEE: M 7255202 5 25 7255239 T X, FEIXANVEEEHIEAT
AL 15 B

ToR 7255212

TR 0xfe2da37fd908edf2411b39c1ec36361246b14e551f4dd9cc95eb17
A5 | fac375¢ch8d

F— 1255225

F— 0xabfchH83e05f71e5e139970e49fffd0f76baab36e32d788d5c 16922

2% | bedacdf364

XA, 9000ETC
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S
o

AL EE ] IS 7255477 5 £ 5 7255522 5 X Ht . AEIXANE Fl H HEAT
WAL Gy (5 B
TR 7255487
55
e
X

TR 0xa901fcf953256c9d38854bcdf8eaf31859r9d874e8a099a5¢cdcbfs
25 | 859bfab6ef

i 7255492

F— 0x89081164deece402139574880c13c824ealba77f58b2d3062153bd

ZEAL | 8f0fc3ac73

XA, 15700ETC
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JREEA RN By, X BEAE 555 @ i 5y, A1

® Wi U HR S AR ARt NS LS B, B D
Jit, 20 EH.

® Nl P KA A2 s P (BN X R EEITEE) .

® XL, [RNRINAE 5 Mot g A TAT At X HAaZ X P & AF R
117 53— 2858 5y M B i3 4T Bt Or B 1) X B

6. MRS

Bk, IATLAAEEHA 15700ETC BB A1, KVELH /b a7

TEIX IRt o, Bdias I 7255477 5 A3 5 7255522 5 X U Sk, 1 WAL
I ZESE 5 BT AE X SRR AE X N E A o FRATIBE(E & F — A Mo & pr tH i X B, m)
UG BIX P, a1 s

ETC Block #7255480 INnfo 0xa3besef20524adeehasocobgsdda51a8d7ace0af862b5abbdbabe570 ece...

Height 7255480 | Reward 4

Timestamp (UTC) 2019-01-07 03:13:42 (a year ago) \
Xg
Difficulty 137,260,458,494,404
Total difficulty 539,440,313,399,306,158,080
Orphan no
0
[ Miner 0x3ccc8f7415e09bead930dc2b23617bd39¢ced2c06 | e Tirabaik Pl
Gas limit 4,968,459
Transaction root 0x56e81f171bcc55a61f8345e692c0f86e5b48e0...
State root  0x6b81029b2e6ed9f3bf02c44bffae6121f106752a39b...
Extra data 0x
Nonce Oxf6éced52acf{7e384
Total block size, bytes 517
Transactions JHERBETE

M EEFHRTEAE 2, X B 2 R X, HIX A 507 6 5 AT
5 o

I
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THEE— TXETIMWERL S, HE AL RIRNAL S

Transaction
2z Bhash, EXBHELEWDE
Hash ‘OxaQOWfcf953256c9d38854b0df8eaf31 859fodg74e... ‘ Gas Price 0.000000041000000000
From | 0x3ccc8f7415e09bead930dc2b23617bd39ced2c06 Mm:; T P 15,699.999999999998181011 ‘
To ‘ 0x2c9a81a120d11a4c2db041d4ec377adc6c401e69 | Nonce 8
Gas 321000
Bitruess B AR AL R EE
From block
Hash 0x12cecc1f1730542380e826d9fee1393d5279410e...
— . o . R
Height 7255487 (2297108 confirmations) 2B AERRE, #EHRBEIRIFE

No additional information can be obtained about this transaction.

XA BIRAE 5y FTE X BRAE B

ETC Block #7255487 (orphan) Info _oxi2ceccifi20542380e826d0fee1393d5279410e2/07%... |

Ei}&tash

Height [ 725587 1 gpem

Timestamp (UTC) @-yea{_ag_@l_r e

Difficulty 136,323,725,750,490

Total difficulty 530,441,271,275,067,277,312

| Orphan yes |

Transactions 1

[iner  0x1c0fa19429d3b44313dcdBA0factbead270a0a4 ¥=—— F TIK Pttt

Gas limit 4,996,147

Gas used 1,007,220

Transaction root Oxee7f53af6ebafch768a8b2c906eat21823caa...

State root 0x5b256afed1f1416c1451dbl1eb2cddec3133145ddes...

Extra data 0x7365633
Nonce 0xcc8209c40123b1ff
Total block size, bytes 1,918

ATLVE R, ZIXROZPAEER, 1 B2 iz X B T sk AR Kl
M Hdike AREATE — R BAGZ X B XBR, L E) 355 158 7255487 5 [X R
{DEEPSE
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ETC Block #7255487 Info |0x1aba05b51957a3504c0126dadal1b23d8cf26e(075015540d06163129192..

AN

% Hhash
Height [ 7255487 F~Reward Raem 4
Timestamp (UTC) u. aF-8gs — i
Difficulty 136,992,502,595,101
Total difficulty 539,441,273,217,419,247,616
Orphan no
0
Miner 0x3ccc8i7415e09bead930dc2b23617bd39ced2c06  fe—— W LIKF . FEHLZdE Ikttt
Gas limit 4,934,604
Transaction root 0x56e81f171bcc55a61f8345e692c0f86e5b48e0...
State root 0x93c3608632234bf041499bff643fd5be815689266bc...
Extra data Ox
Nonce 0xa55ddf020f3aa3a0
Total block size, bytes 517
Transactions R FALETRE

M EERTDE 2], X BUERAGEEIZH am E st CAEES) , N
I (KT DL B, 32 i XU B[R] B DR R I IX e B — 2, X i B i %
SERTTZH TIXER, (HIFRAT R .

NHHEER ELZHIEL:

Transaction

Hash 0x89081164deece402f39574880c13c824eal5a77f... Gas Price 0.000000020000000000

From \ 0x3ccc8f7415e09bead930dc2b23617bd39¢ced2c06 | lue ‘ 15,699.999999999998181011

To ‘ OxO90a4a238db45d9348cb89a3560a5aba89075256J Nonce T P it 8
B2

Gas 90000

BdE A — i

From block

Hash 0x9e561441c5e50592cac467ac3157919bbf0878b...
— RF#E

Height 7255492 (220 #10E confirmations)

No additional information can be obtained about this transaction.

LA T FITEIX B AE S«
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ETC Block #7255492 INnfo [0x0e561441c5050502cacA67aca157919bbi0878b0ci264d2d05c846fdale6... |

%i}?:]ash
Height (7255492 fRewerd 1o 4.00042
Timestamp (UTC) _ AR
Difficulty 136,791,797,433,958
Total difficulty 539,441,957,778,358,534,144
Orphan no
Transactions 1
Miner 0x3cce8f7415e09bead930dc2b23617bd39ced2c06 k-f T, R REEE Kt
Gas limit 4,910,564
Gas used 21,000

Transaction root 0xf3c257fadb38269490d84423ch0a3cc7c7837...

State root Oxc3ch05499e8a3e141efaebefdoc548a97echef8eofdf...

Extra data 0x
Nonce 0xa48516db957d6307
Total block size, bytes 634

M ERT PR B, ZIX PR B E TS ORI, PRz X AR IR X R i [E]
BT DA, Mo AE 2019-01-07 03:17 [EN &K AN S, —EHKBIAL 5
BT, —Z2EEIKRH O, TS BT

W R, I G IR B S, AT By B i AR

HRM A CAE I R T BERE T ETC Mg 4 51%0L HIE ), B
B BUNRE ). EIELE SRR T, BalrE R B X R R R
M2 3 OORE, JFRINENER S, —BRIKBEZENLE S, 2B 58
TR P o B A TIT Gk X, 53— 2858 5 B K B el 2 P2 10 5 — K
U ZERZ A BN T, R A TR E CE X . r
SEIN
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Hiar THAEN D, ETCE%EE
LR EE =
AFEH 4
i
_________________________________________ EisSER) |
i L
peafe
|2
¥
5
&
Y
JHAseoieotor oadrar L L7essesrs ]l

-

T(E Bl

REEFREE 5 2mm 2 Ms1uil LY

BN, dHREER

L] FRR: Pl ||

#En+2SHR

72554875

72554925 N

TS R AR L FFE SR

[03:17H, BEFEEMERR|

kT EFNEE| B EAHTE

e

Ff #12£2019-01-07 03:17

| #52019101-07 03 1745

IR 5y TR A2 By e il » B A [ 4 5 B O PARTFZ i —HE X
B, B R HAE RIS, R L AR TR 2, Al
IR B I, A2Rk 1 B8, 10 LART I ERER E A F IR, SULRI, Bl & #eK
IR T IRER % AR IR, S5 PR 40 R B s
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ETCRETE

______________________________________________ (FrSBR] e T e
B =
| A e R b
48 smeens REEHRLT
$EJ2 EE T~~~ Y| /
=] e
Gl p
72554875
A4

HEnxSEHR

. M2%:2019-01-07 03:17

FZE#RG, IEEEES—
_725548?%

....................... I R G e
SISO SEEE:ETEE o [ FIA2019.01:07 03,1748

i

EESRh, EEEN S M
HEBEER. ZRHEE

4.5. 4 LRI

SINIL it RSN — Rk,  H AL A R — w7k,
B AR PR IX AN 10, 0 75 T R IX BRABEAT 8N D35 0Tt — P 22 42 1) 4R
BE . BORAEEMR AR, (R BATIE 2 7T LR EL — L4 it SR 22 X — il /8, L,
A8 5y BT n] LARH S8 0 7 (8 iff A AR K BRI KB, Gate. 1o BEEESR ¥ ETC 7aE
BN R B = 31 4000 SKZEE 51%7 7.
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4.6 fomo3d % Re& ZIRH E T

4.6.1 ZEEHHR

fomo3d & —2K HH Team Just BIBATF & B2 T LUK T BT AR B Re & 2. %1iF
X 2R 5 e K, AR EE I TR IR 5] T R E K . 2018 4F 8 H 22 H, Fomo3D
TR — IR R, R A K P iy
Oxal69DF5ED3363cfC4c92ac96C6C5f2A42fCCBF85 A F &7k, MMEZ) 2200 Ji
ANRT o EANERBE BB, HS2 RN B TR T —L
FRIRIN “H0057 o

4.6.2 JRIHZRE

AL oy B ZE Bt

4. 6.3 JWIHVEL DB

Hel—F fomo3d HITFERKFN I«

W IT U6 B s BT 24 N, Dua AT UG SE key HI T 2041, B SKE—A
key, BTG 30 £, key MMM BEAE K2 HIE 2 MG N, 4K key ) ETH
P AR, S EITHN Y 0 I RREE R, B o — DK key FINEAER &
A R (Rt R 48% [ ETHD

1. 3R&EFE R s

B NI fomo3d Wk IR H K K4
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3RAFE : O0xal69DF5ED3363cfC4c92ac96C6C5Hf2A42fCCBF85

Wa4i: 10469.66 ETH

eI
Oxbd321d63a925b439220aE3260F461C35cBFIb875
5373.3356ether
0x2c389A86A686AC7EeI8AC2606802b5bB4a2186C1

2] 5000ether

2. BEEREA BRI X B

Mg BRI Z il sk KB, B AESR 6191896 T XHWSL T keys
B X BRI T SRR . WK key HUAC U N EFTR -

0x7a06d9{11e65... 6191896 99 days 21 hrs ago Oxa169di5ed336. . m [21 Fomo3D:Long 0.005508259923856 Ether 0.00229318

AEIREWT:
1. FAXITRMZ ZEESR, A2 6191904 B, 6191906 H[X HAY

B 3L
2. IXELTE G AT gas PR AER i, H gas &EH 5.
3. IXELAT Gy I A FESIHA T
0x18e1B664C6a2E88b93C1b71F61Chf76a726B7801 & 2.

% 6191904 He.

0 0:79ac4916f2bf5... 6191904 99 days 19 hrs ago OxfBel89c15731d... B 0x18e1bB64cEa2... 0 Ether 0.03800004
O 0x2dbed1b86edl.. 5191904 99 days 19 hrs ago 0x&7cThabe2alhb.. 3 0x18e1b664c6a2... 0 Ether 0.68401299
0 0x7d1be65c8e3a 6191904 99 days 19 hrs ago 0xf033ad4b1d63 [ 0:18e1b664c6az 0 Ether 0.79801763

2 6191905 He:
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0xb276fe0e7 768 6191905 99 days 19 hrs ago 0xa106128d2734 » Coinex 6.99832 Ether 0.00168

O 0x7c3151270997... 6191905 99 days 19 hrs ago 0x00c463d%e9d2. .. » [30x18e1b664cha2... 0 Ether 0.20040016

@ 0xd9d369262dd7... 6191905 99 days 19 hrs ago 0x7ddaed209776... » [30x18e1bB64chaz... 0 Ether 1.35270731

0 (0xbce8aab1732 .. 6191905 99 days 19 hrs ago 0x9dab207b6c36... » [ 0x18e1bb64chaz... 0 Ether 2.40482308

0x78b7b2815a8a. . 6191905 99 days 19 hrs ago MiningPoolHub_1 »  (x48d92092b7e2... 0.0085638 Ether 0.000105
§191905 99 days 19 hrs ago MiningPoolHub_1 p  (xf65febc08654c... 0.01853264 Ether 0.000105

Oxd545744fh23c.. 6191905 90 days 19 hrs ago MiningPoolHub_1 » 37bead7. .. 0.03960165 Ether 0.000105

%5 6191906 He:

0 0:x8977c02810f6b... 6191908 99 days 19 hrs ago - 3 0x18e1b664cBa2... 0 Ether 0.10020004
O 0x96f3038119dc... 5181908 99 days 19 hre ago - 3 0x18e1b664cBa2... 0 Ether 1.80361299
0 0xb97d3e39db0r... 5191906 99 days 19 hrs ago - [E 0x18e1D664cHa2... 0 Ether 2.10421768
% 6191907
O 0:f30cc8510c58. . §181007 99 days 19 hrs ago 0x00c463d9e0d2. .. » [B0x18e1bB64cEa2. .. 0 Ether 0.20040016
O 0:bciG3a446323. .. 191907 99 days 19 hrs ago 0xd27d2afdd356... » [310x18e10664cBa2... 0 Ether 1.65331092
0 0:b8b11c23dada.. §191907 99 days 19 hrs ago OxcBa4i7i08300a... » [310x18e1bB64cBa2... 0 Ether 1.95391524
© 0x5e7309de3aab 6191907 99 days 19 hrs ago 0x32ad247b94e4 » [EFomo3D:Long 0.005601620421401 Ether 2.1071263
%5 6191908 Ht:
0x3a650d96b958. .. 6191908 99 days 19 hrs ago Oxbfd35db76e74... » 0x663c9eSbbfs2. .. 0.05 Ether 0.0021
6191908 99 days 19 hrs ago 0xa9413093002b... - 31 0x18e 1bB64chaz. .. 0 Ether 0.08517003
O 0:01b9d50b4b3. .. 6191908 99 days 19 hrs ago 0x3c316def240b.. » [E10x18e1bB64cEa2. .. 0 Ether 0.90180325
O 0x48c720208147 ... 6191908 99 days 19 hrs ago 0x7ddae8209776... - [31 0x18e1bBB4cEa2. .. 0 Ether 1.35270731
© 0x74acf9d7bb3s. .. 6191908 99 days 19 hrs ago Oxd27d2afdd356... - 3 0x18e1b664cha2z. .. 0 Ether 1.65331092

. BEFEBRAMER

BEEEEY) 0x18e1B664C6a2E88h93C1b71F61Chf76a726B7801 Ml i,
o ZAEZAIMGIEEMATEE (BE)
o UEELAWAEVAN, HAEFM,

X B A ) S Y

AL T assert. W R ETs:
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4. BERERBZHER

TxHash
TxReceipt Stafus
Block Height
TimeStamp:
From:

To:

Value:

Gas Limit:

Gas Used By Transaction:

Gas Price:
Actual Tx Cost/Fee:
Monce & {Position}:

Input Data

0x7d1bef5cielacd535325033518427da2096a%cadd31d422aatb48ab86a9d54c
Fa

5191904 (605915 Block Confirmations)

99 days 19 hrs ago (Aug-22-2018 06:49:57 AM +UTC)

0xf033ad40 b0172

Contract 0x
\Warning!

Error e [Bad instruction] &
0 Ether (50.00)

4200000

4200000 (100%)

0.00000019000421 Ether (190.00421 Gwei)

0.798017682 Ether (393.42)

1007 | {0}

b1 629 240000000000000000000000000 262 142838 b 25370742 £823 01 782 41 7 20389 421 000000000000000000000000000000000
0000000000000000000000000000001 00000000000000000000000000000000000000000000000000000000000000k4

MEFATLLE H
1. {EIXEesT Bep, #HBL T #45: Warning! Error encountered during

contract execution [Bad instruction] o

2. gas FmE K, =ik 4200000gas » HH A 5.

Ao BARME R -
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i E SRR R A4
0x18e1B664C6a2E88b93C1b71F61Ch76a726B7801, 44 )&% =& £ FH-HH
fomo3d JiF kA 2. EXPIRIF, Action[1]3Rk%4, Action[2]1E%H , X i B il
BHIEEE AL . W FEFR:

Action [1]

CalType: call

From: 0x1033ad4b1d63687efc24620be89afd07b2 1b0172

Gas: 4176936 Gwei

To: 3 0x18e1b664c6a2e88b93c107 1f61chiT6a726b7201

Value: 0 Ether

BlockHash: (0x19aa63f57423411a47b0f5a45891b547ee9a3660c376bcb 16560332 1bbdd68ad

BlockMumber:

6191904

Error: Bad instruction

Subtraces: 1

TraceAddress: 1]

TransacfionHash: 7d1beb5clel3acd535325b33518427da2096a0¢cald3l 1d422aafb48ab06a0d54cf
TransactionPosition: 0

Type: call

~ Show more

Action [2]

CalType: staticcall

From: 3 0x18e1b664c6a2e88b93c107 1f61chT6a726b7201

Gas: 4109231 Gwei

To: [2) 0xa62142888aba8370742be823c1782d17a0389da1 (Fomo3D:Long)

Value: 0 Ether

BlockHash: (0x19aa63f57423411a47b0f5a45891b547ee9a3660c376bcb 16560332 1bbdd68ad
BlockNumber: 6191904

GasUsed: 6457

Subtraces: 0

TraceAddress: [0]

TransactionHash: 0x7d1bed5cie3acd535325h33518427da2096a9cadd3 1d422aafb48ah96a0d54ct
TransactionPosition: 0

Type:

23

call

TR AL input data @1 F B TR

0zb1 &2 c40000000000000000000000000 252142555 abaB3370742be823c1 75241 720352

d a1 0000000000000000000000000000000000000000000000000000000000000001 0000

O000000000000000000000000000000000000000000000000000000000b4

M input data FETLLEH|, HEFWH T 0xble29c¢40 K%L, JEHA =1
B, Hod— AR A Lt
a62142888aba8370742be823¢c1782d17a0389dal -
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BEELRMNRE LI input data:

Ox7a7dffez

ATLAEH, input data HFANEL S —ANREL (Ox747dff42) RIS L0
HI T Uk & 2110 Ox747dff42 PR

5. EMTER B 0xTATdFF42

T R B AT EE A R I A R, AR R Mk
https://www.4byte.directory/

ID Text Signature Bytes Signature

83699 getCurrentRoundInfo() @x747dffa2

AW AR, XA REOE WA 2H 1 getCurrentRoundinfo()BRi 4L -

Wik & 211 getCurrentRoundinfo() & £ A4 1E FIWE ?
BATWIERE & L3RS EF getCurrentRoundinfo O BREEAAS, W T
BTN -

getCurrentRoundInfo()

returns(uint256, uint256, uint256, uint256, uint2s5se,

uint256 rID = rID ;

MIEARS AT LU, 33 12 o BT AR i xR RS (5 B B R i
ORI AR 8], e — DK key MK HLhESE
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M 6191904~6191908 5 XH A I RIMAZ 5315 B A vl LAHED, 3 R
%) A getCurrentRoundinfo () BREL, SKRIRBUFAIRSE S, Hk/El
K key KUK /e H ©, FF ELIFE B Xk 45 A AR IR 8] 75— 58 I [R) Yo Bl IS, A BH 28
Wi, EHAD NI key (K158 T ANRE ST ALEX By, ARG T K3

6. B iR AT

BSOS e A ST 1 oM RS R AR R N AT T HEDN . T AT
TEYH UL UL R 2 B2 B A L ) o

1) WEFaiHER
B, BRAETRZKS, RAMENE N T 7 RS, FEimE
AT R . R HADIK P S A A Rid s R B R

5172922 108 days 6 hrs ago 03c316def240b1c. - m [3 0x18e1b664chiaZed 0 Ether 0.03690081

6172921 109 days 6 hrs ago m [210x18e1b664c6a2es.. 0 Ether 0.1537641
0 0x701babbfaal1d7. .. 6172921 108 days 6 hrs ago (cO6b8de92%aeald. .. m 3 0x18e1b664cEa2ed 0 Ether 0.15991524
Q@ 0x1ic1b3edid0ede. .. 6172920 108 days & hre ago 0x7ddas82097762.. m [3)0x18e1b664c6a2es 0 Ether 0.1537641
0 0x60181283a11aa9... 6172920 109 days 6 hrs ago 0xc96b8de929aeal. .. m [310x18e1b664c6aZes.. 0 Ether 0.15991524
@ 0x2edabdbcd37254 6172918 108 days 6 hrs ago 0061d8d0fbcebhT. m [3 0x18e1b664chiaZed 0 Ether 0.05601228
Q 0x7d16ae8bdBc4ds... 6172918 109 days 6 hrs ago 0x061d2d0fbcebiT. .. m [210x18e1b664c6a2es.. 0 Ether 0.05601228
O 0x73647a720e180a... 817217 108 days 6 hrs ago 0=3c316def240b1c... m 3 0x18e1b664cEa2ed 0 Ether 0.00336004
@ 0xb1672d82ecd910... 8172917 108 days & hre ago 0x3c316def240bic... m [3)0x18e1b664c6a2es 0 Ether 0.00336004

WiliE Qg Bl K )5, Xed 7 —EEay:
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0x21ebb34d74aa48 6172111 109 days 10 hrs ago Oxa169di5ed3363ct. [E Contract Creation 0 Ether 0.00156238
0x350dTede113M3a... 6172044 109 days 10 hrs ago Oxa169df5ed3asact... [ Contract Creation 0 Ether 0.00155232
0xfdcOf639d779921... 6171926 109 days 10 hrs ago Oxa169di5ed3363ci... [2) 0x88ef06149713205.... 0 Ether 0.00007443
0x0fe5986c786db5. .. 6171908 109 days 10 hrs ago Oxa169df5ed3363ct... [ Contract Creation 0 Ether 0.00155232
0x0bb4a5hfc@17db... 6170870 109 days 15 hrs ago Oxa169di5ed3363ct... [ 0xc13b56fde11e2ec... 0 Ether 0.00010677
0x4c214250eaaae8. 6170863 109 days 15 hrs ago 0xa169di5ed3363cl. [E5 Contract Creation 0 Ether 0.00174693
0xa381e5dc59987a... 5162564 110 days 22 mins ago 0xa169di5ed3363c... [3 0x4870580c874e13... 0 Ether 0.00017806
0xf1764dB0TTE4MC.... 6168559 110 days 25 mins ago Oxa169di5ed3363ci. [ Contract Creation 0 Ether 0.00291156
0x4245061e5b0137. 6168502 110 days 38 mins ago 0xa169di5ed3363cl. . [E Contract Creation 0 Ether 0.00291161

QU VK ACEE S LS, B E XN S QAT A

B K gas FEAT B R 2 .

B K gasPrice R/INOT B R B2

IR Ran s B s«

To:

Value:

Gas Limit:

Gas Used By Transaction:
Gas Price:

Actual Tx Cost/Fee:

Monce & {Position}:

To:

Value:

Gas Limit:

Gas Used By Transaction:
Gas Price:

Actual Tx Cost/Fee:

Contract 0x18e1b664c6a2e88b93C1b71f61chi76a726D7801 Ak
Warning! Error encountered during confract execution [Bad instruction] &

0 Ether (30.00)
3750000

3750000 (100%)

0.00000001600376 Ether (16.003756 Gwei)

0.0600141 Ether (36.18)

243 | {14}

Contract 0x18e1b664c6a2e858093c1b71161cbi76a726b7301 A

SMarning! Error encountered during contract execution [Bad instruction] &

0 Ether (30.00)

420000

420000 (100%)

0.00000001600043 Ether (15.00043 Gwei)

0.0067201306 Ether (50.69)
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To:

Value:

Gas Limit:

Gas Used By Transaction:
Gas Price:

Actual Tx Cost/Fee:

Monce & {Position}.

To:

Value:

Gas Limit:

Gas Used By Transaction:
Gas Price:

Actual Tx Cost/Fee:

Monce & {Fosition}:

To:

Value:

Gas Limit:

Gas Used By Transaction:
Gas Price:

Actual Tx CostFee:

Monce & {Position}:

Contract 0x18e1b664c6a2e88093c1bT 176 1chi78a726bT301 A
-Warning! Error encountered during contract execution [Bad instruction] &

0 Ether {30.00)
210000

210000 (100%)

0.00000001600022 Ether (16.00022 Gwei)

0.0033600462 Ether (30.35)

298 | {16}

Contract 0x18e1b664c6a2238093c1b7 176 1chT6aT 2607301 A
SWarning! Error encountered during contract execution [Bad instruction] &

0 Ether (50.00)
3900000

3900000 (100%)

0.00000004100391 Ether (41.00391 Gwei)

0.159915249 Ether (516.46)

318 {12

Contract 0x18e1b664c6a2e88093c1b71f61chi76aT2607301 A
\Warning! Error encountered during contract execution [Bad instruction] &

0 Ether (30.00)

3750000

3750000 (100%)

0.00000002000376 Ether (20.00376 Gwei)
0.0750141 Ether (37.72)

283 | {28}

MRS TSl 0 1 J5E AT LA, BBy 25— A iy T A0 X BB RO AT R TR
ZIR B AR AR 1 DA KR

B LRI gas BHERIAE S .
B NXEHEA A gaslimit, FTE L ZEFEN gas B ZAAREBEIEIX AN X T

gasLimit.

B Yassert O HIWTHELE NN, ST R, HFH%EL

96
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2) LS
Wk 2 R T
(1 BRFEAEREY, BRAELHAFRELN
getCurrentRoundinfo B%L, LPASRARIER FPRESE L
(2) MEIRBIERAEAPREERG, ARESE ST I assert
FIWT e G — N K key MK FORANE H O, BE B IR 45 AR AN 7E — & I 8] Y65 [
o WREJE— MK key AR H O, 8035 B Bk 45 A8 A 1R K a], )
assert W& R, A kiBid; WREE—MNEE key WMARZE D, I
L B Y R 45 SR (R I TR — s I TRIYG L A 0 assert FIWT I 26 A M, LI R i
W R G R RIB T gas. MEB% RIE N Z HFEN) gas Z FIIAH
(BHAT) X L) gasLimit B, A N AR ZE S A REREAT BLE X B, X FE R %
AT DABH LB F Al AT SE key, BRZFRR R

7. K& gas F R R

MR TG T assert, 7E solidity SCRYHHIE, 24 assert FIWT 544
BT, o AR AT A IR gas. A4 assert B2 B4 THFE gas I ?
AT IR SRS 4 B Tk, B R

if err !- {
evm.5tateDB.RevertToSnapshot(snapshot)
if err != errExecutionReverted {

contract.UseGas(contract.Gas)

1

MIEARES AT LLE H, 24 err AT I H AN errExecutionReverted B, il
ZTHFER TR FIR gas.
VE: I3 err == errExecutionReverted, ¥ RIERE %, FFRBIFTA gass
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8. KK

N TR G, AU T —A/NSES: T person3d &2 E B
fomo3d ik &4, i Person3dHack & ZHEHUEE AL, GlE— MK/ (i
U EK D) FFUE A Person3dHack A 2110 hack()Ba%, LR hack () PRSI
H person3d ] getPersoninfo() Bk LAZK1S person3d HIfE &, X514 assert
Xf fe 1 RS person3d MPIRAE Bk &, WA Thmt k2K d, ik
A IRAS KR Bt .

TE: SEIG Y5 fomo3d FHFIIX A fomo3d A4 B &4 ] assert I H
ARG — MK key N, TS50 H 8 H assert AW H Cg AR IR T
IRSER. BRNEARRE, HIE EFHE R

SIS ACH N
pragma solidity 20.4.19;

contract Person3d {
string public name;

uint256 public age;

function Person3d() public {
name = "xiaoming";

age = 10;

function() external payable{

}
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function getPersoninfo() public view returns(uint256){

return age;

function setAge(uint256 _age) public {

age = _age;

contract Person3dHack{

Person3d public person3d;

function Person3dHack() public {
}

function() public payable{
}

function hack(address addr) public {

bool success = addr.call(bytes4(sha256("getPersoninfo()")));

assert(!success);

Wdrid 2
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WEZH: gas ®: 4200000, gasPrice: 20Gwei. %A J5 KKt o

I

2R

https://ropsten.etherscan.io/tx/0xc475930b1f0dcalefc75548b6f9348b6f

1d18523d408019fef50a7ae88a51bfa

[ This is a Ropsten Testnet Transaction Only ]

TxHash:
TxReceipt Status:
Block Height:
TimeStamp:
From:

Ta:

Value:

Gas Limit:

Gas Used By Transaction:

Gas Price:
Actual Tx Cost/Fee:
Monce & {Position}:

Input Data:

0xcd75930b1f0dcalefcy5548b69348b6f1d18523d408019fef50aTaet8ab 1bfa

Fail

4569556 (2 Block Confirmations)

43 secs ago (Dec-06-2015 02:43:59 AM +UTC)
0x89895c017134f58¢322090f8fed7ebf0f2a41487

@, Contract 0x9dc3de3be19e97bf1d79fb024abdc3abedifals A

L. Warning! Error encountered during contract execution [Bad instruction] &

0 Ether (50.00)

4200000

4200000 (100%)
0.00000002 Ether (20 Gwei)
0.084 Ether (30.000000)

38 {13)

Oxfied el 74 £000000000000000000000000fe5d7fed] edfdibe3el o ThdB6£33dEhddd df Bl e

%5 parity trace 15 S

https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dcalefc75548b

6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity
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https://ropsten.etherscan.io/tx/0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa
https://ropsten.etherscan.io/tx/0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa
https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity
https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity
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Action [1]
CallType: call
From: 0x89895c017134f58¢322000f8fedTebf0f2a4 1487
Gas: 4177320 Gwei
To: B 0x9dc3de3be19e97bf1d79b024abdc3abedfffals
Value: 0 Ether
BlockHash: 0x8c9163908dac04i5deasdh5290a195dea2f4 3fb2cBbbI0bIfdd0182ddbeEI5LT3
BlockMNumber: 4569556
Error: Bad instruction
Subtraces: 1
TraceAddress: 0
TransactionHash: 0xc475930b1f0dcalefcT5548b61934 8b6f1d18523d408019fef50aTaed8a51bfa
TransactionPosition: 13
Type: call
= Show less
OxEed el 74£000000000000000000000000£5d7£ed] e46 455 3 el o Th4EE £33 dEh ddd df e
Ele
Input:
Action [£]
CallType: call
From: (51 0x9dc3de3be19297bf1d79M024abde3abc3ffa0s
Gas: 4110175 Gwei
To: 31 0xfe8d7fed1e46055c3e1cTh486733dbdd4dics 1
Value: 0 Ether
BlockHash: 0x8c91639028dac04i5deadh5290a195dea2fd 3th2cEbb90b97dd182ddbcGO503
BlockNumber: 4569556
GasUsed: 173
Subtraces: 0
TraceAddress: [0]
TransactionHash: 0xc47593001f0dcalefcT 5548069348061 d1852304080197efo0a7ae28a51bfa
TransactionPosition: 13
Type: call
« Show less
0xfd?73ded
Input:
Hex v
O
Quiput:
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M F AT LB 2, 52560 F R A fomo3d B —FER . 285 K, 3
HYHFE T A5 gas, 1M H gas P AR &

4.6.4 ZEFEW

L IR AT A 4G A

A1 A 5 240 FH i X 5 240 RO JE B2 11 pR 580, AR I O] o R AN A
H “H a2 SR B E YEA A, RN G 2 1E 30 EZAT Z e 0 (1 %
SR XS PPAT i 3 b 1 88 =75 e A PRI BAHEAT 22 Aol o, g 22 4 XU
B AR

4.7 Fomo3d J#3R & LIMENLEURR

4.7.1 REFMHHER

2018 47 H 23 H, fEreddit A NKEIL T fomo3d Jifxk & 2 H)— Ak i,
Wt 3 m] LA FH A2 R VIR VR B o o 2 B0k 3R AT 5 3L il

fomo3d XK H & TS BN HIHN . BrHRAERF I E key B 5, #AT—
SEMEFRIRAG 8 BRI, IR L P Al 2 A F5 it b R T o

4.7.2 JRIFRE

Dy BEN LB T -
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4.7. 3 IWAHEHA T

D 4R P 5820 7 B X A0
solidity B J5 SCRYXT AR 1) e X h -
Accounts

There are two kinds of accounts in Ethereum which share the same address space: External
accounts that are controlled by public-private key pairs (i.e. humans) and contract accounts which
are controlled by the code stored together with the account.

HNERI A L A AR HEAT AR K, ISR A AR, S AIK
FEIE AR K, BrBLE 20K RS .

2) extcodesize BR¥L
MEBLAKRTE 7 XX, AT AR BNZ B Thee, W F B Fs:

extcodesize(a) F size of the code at address a

Hrpa g — APk, ZEREH TR B — DK P AR KE, Y ai—
ANANERK P, Iz [\ 05 M a R — ALK, RERZEZREKE.
2. isHuman BREETESHRIG

isHuman #& fomo3d A £ —MEREIEN DS, EFEH T IEHMEAS
fomo3d 414 H., ARMSUN T Frs:

271~ S

272 * @dev prevents comtracts from interacting with fomo3d
273 =

274~ modifier isHuman() {

275 address _addr = msg.sender;

278 uint2s6 _codelength;

277

278 assembly { codelength := extcodesize(_addr)}
279 require(_codelLength == 8, "sorry humans only™);
288 s

281 1
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MAREES AT A 2, A5 T 12 0R 25018 S5O 0 R BOCE AT 1T A 2 A
msg. sender MK 12K, H0iR msg. sender SEAMIBIK ST, N extcodesize BRER
[ 0, AfLLE SRR, AT R 05 msg. sender 252K,
extcodesize BRERIEAN 0, RNEEEIT require Z5FRTAT, MTEA 1E B Eh

S—

/TTO

W HOLN, EHXAT PHIES 2R R & ), H2, JBE41E4T
GRS, SAHTEERER, Prele s /a2 0. RIES 21
& R ECH R A fomo3d A 2RI LG i sHuman R LA 10 26 RE 2, BRDIHR
AT A LI R A

3. isHuman PREBEESBRIGSLHIE R

WL EER A, FAI0E 7RIS isHuman s EUE R ISR, T T4
F— AN 5 34T 03K

MACHS LR Pl «
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1 pragma solidity ©.4.25;
2/ MHEEER

3 = contract fomo3d{

4 constructor() public{}

5 function isHuman{) public wview returns(bocl)
6 {

7 address a = msg.sender;

8 uint256 code_size;

9

1@ assembly{ code_size := extcodesize(a) }
11 7/ INERE S SR PR Bl true

12 if(code _size == @)

13 ~ {

14 return true;

15 /IR EE M PR O false

16 ~ lelsef

17 return false;

18 1

19 1

28}

21 J/WEEE

22 = contract iamcontract{

23 bool public isHuman;

24 fomo3d T;

25

26~ constructor(address _addr) public{

27 isHuman = false; .
true ——————

28 £ - fomo3d(_addr); B RLH

29 = f.isHuman();

s

31} —-false — T

1S THAEY, fomodd M &%), iamcontract S4B &4,
XA 2R fomo3d &4 isHuman B, FK IR [FME AR AT 2 i sHuman AF
B, W5 isHuman 258N true, WA AT, BN, Bdi k.

SREBEANEY), REEFELEHELHH) isHuman B, WF ETR:

Deployed Contracts ]

fomo3dd at O0x089...652FB (memory) m x

iamcontract at Oxef5...45e41 (memory) m 4

0: boo

Wit & 2% ) isHuman 288N true, UiEHEE TS, G40t T fomo3d & 411
isHuman I .
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4. BENLEIRIAE DB

AR 2 B S N, BER BRI key #REH —E MR SRS, X
FOr B AR 1 ETH 2 NS B SRE o 72 SRR 3K key I, #<x i FH 3
fomo3d EZIHH] core BEL, KIS B & ARG AL Z R B h SEBL, core BREL

& TR BG40 B P

16851 // manage airdrops

1852 if (_eth >= 160coeeeececeensea)

1853 = {

1854 [ airDropTracker ++; |

1855 [_if (eirdrop() == true) [ O Fairdrop () BZHE O true, A ALHSTIRIER
1856 - T

1857 /7 gib muni

1058 uint256 _prize;

1859 if (_eth >= 190828685008088608680)

1060 -

1861 // calculate prize and give it to winner

1862 _prize = ((airDropPot_).mul(75)) / 1@;

1863 plyr [ pID].win = (plyr_[_pID].wm).add(_pr‘ize};
1864

1865 /7 adjust airDropPot

1866 airDropPot_ = (airDropPot_).sub(_prize);

1067

1868 // Llet event know g tier 3 prize was won

1069 eventData_.compressedData +=

167a - I else if [ oth >= 1@99@9@3@6569@9@656 && _eth < lB@B@BG@B@B@BB@BGB@@) {
1871 // calculate prize and give it to winner

1872 _prize = ((airDropPot_).mul(5@)) / 10@;

16873 plyr [_pID].win = (plyr_[_pID].win).add(_prize);
1874

1875 // adjust airDropPot

1876 airDropPot_ = (alr‘Dr‘DpPut ).sub(_prize);

1877

1878 // Let event know a tier 2 prize was won

1879 eventData_.compressedData +=

1@3a - 3 else if [ eth »- 169999696696939699 &% _eth < 1699960699696999969) {
1031 /7 calculate prize and give it to winner

1882 _prize = ((airDropPot_).mul(25)) / 1e8;

1883 plyr_[_pID].win = (plyr_[_pID].win).add(_prize);
1834

1035 /7 adjust airDropPot

1886 airDropPot_ = (a1r‘Dr‘DpPot ).sub(_prize);

1e87

1es8 // Let event know a tier 3 prize was won

16889 _eventData_.compressedData +=

1089

1891 // set airdrop happened bool to true

1092 _eventData_.compressedData += 1

1093 // Let event know how much was won

1894 _eventData_.compressedData += _prize * 1

1895

1333 — WEHBTHERME. airDropTracker EEEEH0
1808 }

1899 1

MRS F AT AE R, MIFKKIE eth HE KT 0. lether B H airdrop pR%L
R true I, A BEREAT AR RBIHIERAE . X HLITA —ME RS BE L)
airDropTracker &, ZABYIMHEN 0, HIFKKIEN eth KT 0. lether,
{H airdrop BRHGR M| false I (ARG THRERD , ZZREHEM 1. BIFK
%1 eth KT 0. lether, H airdrop BR#UR[F true I GRAFTEHRLED , 2%
AR, AAEEAEERN 0. W FEFTR:
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IEF & ixa-ether H G
AR corelE]

3 =0.1ether?

=
E

airDropTracker T5E N1

£y

|

mEEEERET
EER

ML Al LB 21, DUoRAG 22 SR 9B R AE T airdrop pR AR [IE,
REMEN true, HUERZHL B, BUICIEIRG 2 H. airdrop R 32 25
TAERREENEIZhRE, FHEAEE —F airdrop REUIIACAS:

1488 - S

1489 * @dev generates a random number between 8-99 and checks to see if thats
1418 * resulted in an airdrop win

1411 * @return do we have a winner?

1412 S/

1413 function airdrop()

1414 private

1415 view

1416 returns(bool)

1417 - {

1418 uint256 seed = uint256(keccak256(abi.encodePacked(

1419

1428 (block.timestamp).add

1421 (block.difficulty).add

1422 ((uint256(keccak256(abi.encodePackad(block.coinbase)))) / (now)).add
1423 (block.gaslimit).add

1424 ((uint256(keccak256(abi.encodePacked(msg.sender)))) / (now)).add
1425 (block.number)

1426

1427 N

1428 if((seed - ((seed / 1800) * 1888)) < airDropTracker_)

1429 return(true);

1438 else

1431 return(false);

1432 3

MARRE ] PLE 2], fomo3d & 29+ H T+ B REH LA AR 7202 M X Bt
FR1EHT, #l0 block. timestamp, block. gaslimit, block. number 28, 1+ Xk
A B # = R 1), BT DA CA X BB A 5 s R e Ak B BN LA A R B
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BEHLI, SXRPEEHLECRT DR S B & A 2, ONEGER B AR e & 4R
dilt], B AL EEN L I R A S 2 U SR LA R R A R A
Ao PRATH), BZZE ST OBEX B, THE NIRRT LA, BT R
BESAP RN 55l R G20 h AR, A B BE LA 2 2841
[l FEE LA ACRS a0 R R -

uint256 seed = uint256(keccak256(abi.encodePacked(
(block.timestamp) +

(block.difficulty) +

((uint256(keccak256(abi.encodePacked(block.coinbase)))) / (now))

n
(block.gaslimit) +
((uint256(keccak256(abi.encodePacked(address)))) /

(now)) +
(block.number)

)));

NHEE MR E KRN Sl W E PR
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@ From: 0x73b81a56cb93c17a1f5b21c01cfe0fb23f132c3 [
@ To @ Contract Oxbad7a09557f80eb6c99903/91778863b35chb564e @ (O

TRANSFER 0.1 Ether From Oxbad7: B0ebBca9... To— 0xca248838b119dihed60..
TRANSFER 0.1 Ether From 0xca248838b1f3dfbed60.. To— b4e327121709b3eb8
TRANSFER 0.1 Ether From 09b3ebd... To— 0xab2142888abasd
TRANSFER 0.002 Ether From 0xa62142888aba837074... To = Oxdd49501977e:
TRANSFER 0.002 Ether From 4050197 7ee28d2c13.. To —+ Ox4c7b8591c!
TRANSFER 0.001 Ether From 0xa62142888abad37074. . To = 0xf9ba0955b0509ach 138

TRANSFER 0.148674487170737585 Ether From 0xa62142882aba837074. . To = 0x b3ebe.
TRANSFER 0.143674487179737585 Ether From Oxcab4e327721709b3eb8... To — 0x73061a56cb93¢17a115
SELF DESTRUCT Contract Oxcabde327721700b3eb8
() Value: 0.1 Ether (314 54)
() Transaction Fee: 0.0135039968 Ether (31.96)
(@) Gas Limit: 2,000,000
(2) Gas Used by Transaction: 602,857 (30.14%)
() Gas Price: 10.0000000224 Ether (22.4 Gwei)
(@ Nonce Position 5124 8o
() Input Data:
Function: execute() ***
MethodID: ©x61461954
RSN . P
IHTZEAL G action FIN%:
Action [1]
CallType: call
From | 0x73b61256ch03c17a1f5M21c01cfe0m23f132c3 | o BV NCF AL
Gas: 1978728 Gwei
To: ‘ [ 0xbad7a99557f80eb6c99993f91778863b35cb564e  mE AP
Value 0.1 Ether
BlockHash: Oxdf488041cab1466fbc97fad 112c041248a85bacallf3ebse8cicfaedb1424b37
BlockNumber: 6015826
GasUsed 650585
Subtraces: 3
TraceAddress: ]
TransactionHash: 0x86c3ff158b7e372e3e2aa964b2c3f0ca25c59fTbec95a13fd72b139c0ab6f7ad
TransactionPosition: 80
Type: call
o execute BT
—
N M2 N _L_
ID Text Signature Bytes Signature
468 execute() Bx61461954

fEiA action 1, Hl#H A T B ALM execute BAL
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Action [2]
CallType: call
From: ‘ B 0xbad7a99557f30eb6c99993f31778863b35chb564e }4—— ENSER
Gas: 1945388 Gwel
To: | B 0xa621428882abag370742be823¢c1782d17a0389da1 (Fomo3D: Long) |
Value 0 Ether “fomo3d &1 HhHE
BlockHash: Oxdf48804 1cab1466fbcI7fad 112c041248a85bacallf3eb5e8cfcfaedb 1424037
BlockNumber: 6015826
GasUsed: 173
Subtraces: 0
TraceAddress: [0]
TransactionHash: 0x86c3ff158bTe372e3e2aad64b2c3f0ca2bch9f7bec95a131d7 2b139c0abbiiad

TransactionPosition:

Type:

Input:

80

call

Oxd8757420 |gm——0o0 airDropPot_()

-U%j)zﬁ %@i&{%z@\:
ID Text Signature Bytes Signature

87031 airDropPot_() oxd87574e0

XA action H,

Action [3]
CallType:

From:

Gas

To:

Value

BlockHash:
BlockNumber:
GasUsed:
Subtraces:
TraceAddress:
TransactionHash:
TransactionPosition:

Type:

Input:

EEAZAH fomo3d &%), HT3K1S airDropPot_F{H.

call

B Oxbad7a99557f80eb6c99993f91778863b35ch564e

1942508 Gwei

@ 0xah2142888abad370742bed23c1782d17a0389da1 (Fomo3D: Long)

0 Ether
0xdf488041cab1466fbc97fad112c041248a85baca00f3ebbebefcfaedb1424b37
6015826

557

0

[11]

0x86c3ff158b7e37 2e3e2aa964b2c3f0ca25c59fTbecd5a1 3fd72b139c0ab6f7ad
80

call

Bx11a8%ae7 — airDropTracker ()

0x11a09ae7 PR L HE B -
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ID

87021

1Ei1% action H,

I

Text Signature Bytes Signature

airDropTracker () ox11a@9ae?

WE AR fomo3d Wik &%) HT3KEL airDropTracker

NHE—F action[4]fl action[5]:

Action [4]
CallType:

From

Gas:

To:

Value

BlockHash:
BlockNumber:
GasUsed:
Subtraces:
TraceAddress:
TransactionHash:
TransactionPosition:

Type:

Input:

Action [5]
From:

Gas:

Value
BlockHash:
BlockNumber:
Address:
GasUsed:
Subtraces:
TraceAddress:

TransactionHash:

TransactionPosition:

Type:

Init:

call

‘ [® Oxbad7a99557180eb6c99993f91778863b35ch564e |4.______ g a2l

1809564 Gwel
B Oxca248838b1f9dibedBb0b585238b1a28ed7938e0e
|mEm — B EEE S
er

Oxdf488041cab1466fbc97fad 112004 1248a85bacal0f3eb5escfcfaedb1424b37
6015826

509483

1

[2]
0xB6c3ff158b7e372e3e2aa964b2c3f0ca25¢59f7bccB5a13fd72b139c0ab6f7ad

80 )
Wl T EESH Y

call
8x3b89bbB86200000AA dcabde32 /121 79963eb8AdcTu88ce 175865388416

0GR00! A0BEA0 5

[® Oxca248838b1f9dfbe460b585238b1a28ed7938e0e

1749538 Gwei

0.1 Ether
0xdf488041cab1466fbc97fad112c041248a85baca00f3ebbebefcfaedb1424b37
6015826

@ Oxcab4e327f21709b3eb84dcf088ce 175865308416 ‘

477212
: WA T EE AL
[2,0]

0x86c3ff158b7e372e3e2aa®84b2c3f0ca2bcb9f7hecd5a1 3fd72b139c0abbifad
80

create

Bx60806040526040516020806100583398101604081815291517+8F383090000000000000000
sl lsla el el el ela e Tl 20202000825260084820181905260016024830152915173
262142888aba8370742be823c1782d17a0389dal21638138130991349160448082019260009296
9196829003018185885af193585058505073a62142888abad370742be823c1782d17a038%daled

0160a060020a0316633ccfd60b604B518163FFF 16701 20020800000
ARRRRRRRRRRREEEAEEEA 2815260P401AAAARALASTBARIAIRT AARART HaT1925A%5A45A58 &
Hex +
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XA action HFEIE T2, BEAEAETHH S —MNEEELGE—
MFEEEY.

Action [6]

CallType: call

From: | B Oxcabde327f21709b3eb84dcf088ce 175865308416 | = TEEEE

Gas: 1714758 Gwei

To: | B 0xa62142888aba8370742be823c1782d17a0389da1 (Fomo3D: Long) |

Value: 0.1 Ether N, o

BlockHash: Oxdf48804 1cab1466fbc97fad 112c041248a85bacallf3ebbescfcfaedb 14—24b3?f0m03 SR

BlockNumber: 6015826

GaslUsed: 407176

Subtraces: 5

TraceAddress: [2,0,0]

TransactionHash: 0xB86c3ff158b7e372e3e2aa964b2c3f0ca25¢59f7bec95a13fd72b139c0ab6f7ad

TransactionPosition: 80

Iy call buyXid (uint256, uint256) buyXidi E A S5

= ,/ ~L—“1a4 p

Eoiien|

Input:

fEIXA action W, TEEALIEIE A fomo3d WXk A £ buyXid %
17 RiE 7E fomo3d ' buyXid eR ¥4 H buycore P4l buycore BEE H core

PR fomo3d k& 4% FIEN AR (action[7] % action[12]) ,
XJUA action HRIAXRAK, RATEX AL,

NTHA action[13] I
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Action [13]
CallType: call
From: ‘ B 0Oxcab4e327f21709b3eb84dcf088ce 175865308416 |t FEEEY
Gas: 1313063 Gwei
To: | B 0xa62142888aba8370742be823c1782d1720389da1 (Fomo3D: Long)
Value: 0 Ether
BlockHash: 0xdf488041cab1466fbc97fad 112c041248a85bacallf3ebbelcfcfaedb1424b37
BlockNumber: 6015826
GaslUsed: 56491
Subtraces: 1
TraceAddress: [2,0,1]
TransactionHash: 0xB6c3ff158b7e372e3e2aa964b2c3f0ca25c59f7becc95a13fd72b139c0abbf7ad
TransactionPosition: 80
Type: call _ withdraw()
Input:
VA FH R 2 A
ID Text Signature Bytes Signature
614 withdraw() ox3ccfdeeb

Action [14]

CallType: call

From: [3) 0xa62142888aba8370742be823c1782d17a0389da1 (Fomo3D: Long)

Gas: 2300 Gwei

To: ‘@ Oxcab4e327f21709b3eb84dcf088ce 175865308416 ‘ — FEESHHt

Value: 0.148674487179737585 Eth

e o e j5mether
BlockHash: Oxdf488041cab1466fbc97fad112c041248a85bacal0f3ebbedcfcfaedb 1424037

BlockNumber:
GasUsed:
Subtraces:
TraceAddress:

TransactionHash:

TransactionPosition:

Type:

5015826

0

0

[2,0.1,0]

0x86c3f158b7e372e362aa964b2c310ca25¢59bec5al 3fd72b139c0ab67 ad
80

call

x

TEIXPAS action H, F &= A L@ AH fomodd Jixk &£ 1) withdraw pA

BORFEHUE ethers

NHE action[15]:
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Action [15]
Address: | B Oxcab4e327f21709b3eb84dcf088ce 175865308416 L__ FIEE-AH M
Balance: 0x21032a88b829f1
RefundAddress: | 0x73bB1a56cb93c17a15fbh21c01cfelfb23f132c3 |4-_¥ FraEE Mg P bk
BlockHash: Oxdf488041cab1466fbc97fad112c041248a85baca00f3eb5eBcfcfaedb1424b37
BlockMumber: 5015826
Result:
Subtraces: 0
TraceAddress: [2,0,2]
TransactionHash: 0xB86c3ff158b7ed72e3e2aa964b2c3f0ca25ch0fTbecdba13fd72b132c0abbf7ad
TransactionPosition: 80
Type: suicide

fEfla—> action H1, THEELFIWE] ether f5, HIHAHI fallback
PRHOH O B R R BT, AL R R B E K P sk, R
h5E s — IRt

M YRR JE AN AE By e s o b, FRAT TN Mt ) o U G R e
FTIRATHEHFAETEEASANEBREAELA B, RERE —MEEAL A R
o B FMEAEB R AL A BIER AT R EXS fomo3d A 2411 F k&g
isHuman () PREUE MMM EE, ARG R fomo3d G4 airDropPot ]
B, W airDropPot  KTHAMA (F4n 0. 4, BN KL 0. lether X AE
RO BN 25% 25D THERENEUNE, SRS fomodd L3R
airDropTracker MI{H, #R4E “(seed — ((seed / 1000) * 1000)) <
airDropTracker ” JIWr & & REWRGTHRLN), REEHRS, WERHH
fomo3d &£ buyXid BREGHAT FiE. WRAREIRE, MIHHEEAIET F &4
fisthhit. R & L0 ik o SEREAL B AR 15 T ARG 2 52 il, SR
REIRAFN revert. GIRAEIRAT, WHIHAH CEMEFMBR LR TEEEY,
FAE T BB SRS R B IE A fomo3d & 21 buyXid EGHAT Tk SRJE1E
VA H withdraw BREEEATIRIE AL, U BRESAEIE] ether I, MRS
[¥) fallback BRELHI AR RE, FREELENHEE, FHILRPURIED B
HFK . b, —IRGERMBGTE R R R B TR

IS
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l T & i Afomo3d& $9EHairDropPot_EIE

JIZ]

B & HLERE Y #seed

trug

{seed - {(seed / 1000} * 1000)) < airDropTracker

I BEETHEURNFE O I

il"éiﬁﬁfomcﬁgr %i’\]ﬂ"] ¢

buyXidHFF

”Yiu | ﬂﬁ%%ﬂmmﬁﬁﬁﬂ&swdl

A fomo3d &R false

withdraw #1121

(seed - ((seed / 1000) * 1000)) < airDropTracker

| =zasnEmzzavengzay | revert I

v

| F&LERfomo3 &RMbuyXidEE T E MBI withdraw IR T

3

[ rewms sxsmemeanow |

<

HE <
N

4.7.4 HEBW

R ER IR AT, A4 LT 2l

R B5 R A A 2 B

IR ELIN, IRA BRI WA &2, AT DU A AR :
modifier isHuman() {

. . . ” ”
require (tx. origin == msg. sender, “sorry humans only”);

}
R B7 1k BE AR IR R 2
SRV PR A B LA B Rh 7 I, ANEAE A S BT 05 S, thin X s,

IR, P HLhESR, R AN SN
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4.8 EOSbet JixkA LR KT

4.8.1 ZEEMHHR

EOSbet & fE& LI 23T BOS X BLEET- & ) — 2Kk &%) . EDUFK BriX 2]
SR, T B MR A LK BEOS. — L IKIRFE N : iR B eosio. token
B Y10 transfer BREG TR G L6 0K EOS, ARG k& LK 2 I K #% W )5,

IR AR AT e

2018 49 H 14 H, EOSbet BN WAk & L Bt CGB—kBh) , ik
2] 44427. 4302 4~ E0S. 1R

Dear EQSBet Community,

On September 14th around 3:00AM UTC we experienced a hack and breach of our bankroll, resulting in a theft of
44,477.4302 EOS before our contracts were taken offline by the development team. The remaining 463,745 EOS in our
EOSBETDICE11 and EOSBETCASINO contracts are safe, the vulnerability is patched, and we are back online. We want to
be as transparent as possible in explaining this breach and addressing any concerns the community might have.

2018 & 10 A 15 H, EOSbet HXE =Wt (35 kM) , &G T
%1 145,321.0712 4> E0S. H:A1 72150 4~ EOS i A\ T Bitfinex 22 5 ffr, 65100 4

EOS i\ T Poloniex &2 % o

4.8.2 JRIFRE

B MK Tty AP T O R A i
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B VR I R T B IR 2 B 3 et #F eosio. token 29 transfer BRELT
VH, BIJIH T eosbetdicell &%) transfer EREL, MR LAAS AL F7 EOS
A .

R B IR R KR E R BEE AR S, MK, - NER
BHIK T o Brd A8 Rl K S ) A 2K SR K EOS, 72T R A 03I R EOS
I} 3K transfer action # k%45 eosbetdicell Wk &%, WixkikA Bl
to JET N H ST 1 ITR4RAE, I3 BO & 29 1 BOS B 45

4. 8. 3 IWIHVELH 5347

1.apply ) F¥&

FERATIRIA TR, 56 T f#—F E0S B REA L9 ¥ apply MI%L.

FEREAS EOS B RE A 20 th AR R it — A apply B%, XA apply R —A
PR BE S (BRAPICAS) o IXANBR B0 B2 a4 I W B A7 BRI actions, FR/-ACHA
ITHRHI R . apply BAEEH receiver, code, action =NZEHAEALIES,
FH TR HE 328 HH SE AT AR 2, DASEILRR E Y actions.

apply BB TAER I 40 R Fios:
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J
It % player
| transfer(player, gamecontract"20.0000 EQS", " mema");
S gamecontract contract
[[void"apply( ]
if(action == N(transfer)){

|EOSIO_API(gamecontract‘ gametransfer); |

}

B -
) i
‘vmd transfer( from, to, quantity, memqg [Vo\d gametransfer(_..)
réquireiremplent(from); I
[requir Cipient(fo);

2. {— BRI AT

X RBLE BB K508 aabbeeddeefg, B X HAEMN W as, FA1E I
i #&X) eosbetdicell KEIIK T c3k, WHHEL ZICFW T Fin:

3f11d3e0 Sep 14,2018 11:06:10 AM 1RTER BetLOST
aabbccddeefg bet 1000.0000 EOS to roll under a 50. They lost 1000.0000 EOS by rollinga 60.  (show all)

b24d14bf Sep 14,2018 11:06:09 AM R Bet WON
aabbccddeefg bet 1000.0000 EOS to roll under a 50. They won 2010.2000 EOS by rolling a46.  (show Al

405a402f Sep 14,2018 11:06:08 AM R Bet WON
aabbccddeefg bet 1000.0000 EOS to roll under a 50. They won 2010.2000 EOS by rolling 249.  (show all)

6c2dc5da Sep 14,2018 11:06:07 AM eosbetdice11 — aabbccddeefg  33.3333 BET Betid: 15299194441238776164 - Enjoy +

6c2dchda Sep 14,2018 11:06:07 AM eosbetdice11 — aabbccddeefg  2,010.2 EOS Betid: 15299194441238776164 - Winne +

d4512849 Sep 14,2018 11:06:07 AM eosbetdice11 - transfer c096522921748e311082422e65753055809698000000000004454f53000000001035302d706869
6c6f737570656f73312d

024913c9 Sep 14,2018 11:06:07 AM R Bet LOST
aabbccddeefg bet 1000.0000 EOS to roll under a 50. They lost 1000.0000 EQS by rollinga 66.  (show il

2ee3ab3e Sep 14,2018 11:06:06 AM eosbetdice11 — aabbceddeefg  33.3333BET Betid: 917272864889321844 - Enjoy a
2ee3ab3e Sep 14,2018 11:06:06 AM eosbetdice11 — aabbccddeefg  2,010.2 EOS Betid: 917272864889321844 - Winner! 4
Ocbacecf Sep 14,2018 11:06:06 AM eosbetdice11 - transfer c096522921748e311082422e65753055809698000000000004454f53000000001035302d706869

6c6f737570656f73312d

Bt AL Sl
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Actions (1)

&t =1 i1 i

I eosbetdicel11 - transfer .

c096522921748e311082422e657530558096%8000000000004454f53000000001035302d7068696c6
f737570656f73312d

IEH FERZ Gl

Actions (1)

At = =0 e

haydimzugage — eosbetdice11l 2EOS 50-geztgmiygage-

1ZIRTA B ILAE eosbetdicell &4 apply O ik, ik apply (O Fiik
AL R B

#define EOSIO_ABI_EX( TYPE, MEMBERS ) \
BSE GA
apply( uint64_t receiver, uint64 t code, uint64 t action ) { \
self = receiver; \
( action == N(onerror)) { \

eosio_assert(code == N(eosio), "onerror action's are only valid from the \"e

T\

( code == self || code == N(eosio.token) || action == N(onerror) ) { \
TYPE thiscontract( self ); \
( action ) { \
EOSIO_API( TYPE, MEMBERS ) \

TR AR L B R IR A ARG F, MARBS AT BLE B, iR & LI1ERE K
action HJNHiEA | =THIRIES 7] 9
code == self : WHEREGLHE (eosbetdicell)
code == N(eosio. token) : WHH & eosio. token H%]

code == N(onerror) : X4~ action ;e K H eosio RAEZIH] onerrors

Wt 2, WA EZ eosio. token 52188 eosbetdicell WAk & Z1E K
H eosio RAAFZIN onerror, LA LA FHIER & LI R E. B2, EHIE
eosbetdicell B4 & — ML EL), AR HALE Z9#S 0T LLE FH H A FF ) ABT

B,
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Wi bt X A, AbSed X eosio. token &4 transfer b%KI
H, T EEIHA eosbetdicell H 4 transfer B, 2 eosbetdicell H4Y
Ko 2 A, DU B (sel O)FEPA T transfer B%L, BT LU transfer
PR A% BB T SR R B R . T skbr b, Bk A % EOS, AT
DI Brdi 5 R Ui AR R (¥, Wi 7, WA AR, WY, BT R
eosbetdicell & #1343 E[# EOS.

WA R B R

I & HiE1E Aeosbetdice 115 741
transfer @&

A

eosbetdice 11 5 2]fapply ¢ » F7ik
EpLEI Rl =

¥R BT TE
“ code==selfhli7

( code == self || code == N(eosio.token) || action == N(onerror) )

false

[ B A 7 A £ ansfer ity ]

BEET 2w ?

=
B

( eosbetdice 11 & £1E R J

EQS&INESE

BOSbet HIBN ARG, SERMEAS, A a ARSI s
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#define EOSIO_ABI_EX( TYPE, MEMBERS ) \
“c* {\
apply( uint64_t receiver, uint64_t code, uint64_t action ) { \
self = receiver; \
( code == self || code == N(eosio.token)) { \
( action == N(transfer)){ \
eosio_assert( code == N(eosio.token), "Must transfer E0S"); \
1l
TYPE thiscontract( self ); \
( action ) { \
EOSTO_API( TYPE, MEMBERS ) \

( action == N(transfer)){ \

eosio_assert( code == N(eosio.token), "Must transfer EOS™); \

B E AR i — 2B TR T XS 4 transfer BREIEE, B, KRR
F & eosio. token A AN A BEHIEAR & LM transfer BRE, MMIBHIE T B
FHHEER

3. B KBTI 23 Hr

EOSbet &it FIk k2 5, £ 10 H 156 H X525 —F e Sd ( “%
HMEmE” ), XIRPBEEFEE R RS 0w, B E KBRS Sl
SRR
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8d0c5b19  Oct15,201801:28:14PM il Bet WON
ilovedice123 bet 500.0000 EOS to roll under a 92. They won 541.2000 EOS by rolling a 69. (Show All)
06387251  Oct 15,2018 01:28:14 PM BT whoiswinnerl — ilovedice123 500 EOS 92-chickndinner-uHruy5esdfuh3HC8
a7e63ff2 QOct 15,2018 01:28:13 PM L eosbetdicell —ilovedice123 25BET Betid: 6635894309788399367 - Enjoy +
a7e63ff2 QOct 15,2018 01:28:13PM BT eosbetdice11 — ilovedice123  541.2E0S Bet id: 6635894309788399367 — Winner ==
5c176eb7  Oct15,201801:28:12PM FRET ‘ ilovedice123 —whoiswinnerl 500EOS 92-chickndinner-uHruySesdfuh3HC8
41fc9f17  Oct15,201801:28:11PM  igsiiaR Bet WON
ilovedice123 bet 500.0000 EQS to roll under a 92. They won 541.2000 EOS by rolling a 65. (show All)
5f1d30a6  Oct 15,2018 01:28:10 PM T ] whoiswinner1 — ilovedice 123 500 EOS 92-chickndinner-uHruy5esdfuh3HC8
ec6b7316 Oct 15,2018 01:28:10 PM BT ‘ eosbetdice11 — ilovedice123 25BET |\ Betid: 12075674766021009836 -- Enjoy +
. Wt E I E A FIKBET T
ectb7316  Oct 15,2018 01:28:10 PM EIUET ‘ eosbetdice1l —ilovedice123 541.2EO0S ‘ Bet id: 12075674766021009836 -- Winne 4
’ Meosbetdicel 1 #IM L E H KR0S K &
a7956a38  Oct 15,2018 01:28:08 PM AT \ ‘ ilovedice123 —whoiswinnerl 500EOS L 92-chickndinner-uHruy5esdfuh3HC8
W E kA MEEGH IS H k500808

dle66fef Oct 15,2018 01:28:08 PM TREEER Bet WON

BEUHHER FPEE A K 5158, Za il -
https://eosflare. io/tx/0AF8D841EF6650A67B9141697FA48060D87BD4A820

3D90DC099970C3E42C8BD6

i%iﬂi{%A%\j\j:

2018/10/15 TF41:28:03

Seq

617624177 i nerl 500.0000 EOS

500.0000 EOS

500.0000 EOS

500.0000 EOS

M EEFRILLESR], Bdi# (ilovedicel23) & E -S4 (whoiswinnerl)
K EOS HIBHiE, EEE%) (whoiswinnerl) ¥ transfer action # K4 T
eosbhetdicell JEMEZ] .
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HAEE R Sicak, BATE BB S B o 72 o 1R 2 24,
DLk i% BOS i A, Mo s ki% 50 S BOS, JaRKRI%E 200 4, G HIAR—
WK% 500 . W R ER:

4f5388e7  Oct15,201801:10:59PM skl Bet WON
ilovedice123 bet 50.0000 EOS to roll under a 92. They won 54.1200 EOS by rolling a 7. (Show All)
5388 v EERY, o
d671d whoiswinner1 — ilovedice123 50EO0S 92-chickndinner-uHruy5esdfuh3HC8

z2Dh =D
five thousand three hundred and eighty-eight

a7293 eosbetdice11 —ilovedice123 2.5BET Betid: 10534872746724912046 — Enjoy =+
a72931ef Oct 15,2018 01:10:58 PM eosbetdicell —ilovedice123 54.12EOS Bet id: 10534872746724912046 -- Winne +
9233622 Oct15.201801:10:57PM [ mmeess | | ilovedice123 — whoiswinnerl 50E0S 99-chickndinner-uHruy5esdfuh3HC8
2570dc42  Oct 15,2018 01:10:56 PM prizde) Bet WON
ilovedice123 bet 50.0000 EQOS to roll under a 92. They won 54.1200 EOS by rolling a 32. (Show All)
1a54c068  Oct 15,201801:26:39 PM itz Bet WON
ilovedice123 bet 200.0000 EOS to roll under a 92. They won 216.4800 EOS by rolling a 15. (Show All)
42F156¢2  Oct 15,2018 01:26:38 PM whoiswinner1 — ilovedice123 200£0s 92-chickndinner-uHruy5esdfuh3HC8
1e58cd7d  Oct 15,2018 01:26:38 PM eosbetdice11 — ilovedice123 10 BET Bet id: 15737102540016970268 -- Enjoy 4
1e58cd7d  Oct 15,201801:26:38 PM eosbetdice1l — ilovedice123 216.48 EOS Bet id: 15737102540016970268 - Winne 4
42656061 Oct 15,2018 01:26:36 PM ‘ ilovedice123 —whoiswinnerl 200E0S 92-chickndinner-uHruy5esdfuh3HC8
9691b861  Oct 15,2018 01:30:41 PM pisssaei Bet WON
ilovedice123 bet 500.0000 EQS to roll under a 92. They won 541.2000 EOQS by rolling a 88. (Show All)
d9e4d10b  Oct 15,2018 01:30:40 PM whoiswinner1 — ilovedice123  500EOS 92-chickndinner-uHruySesdfuh3HC8
€94bd36a  Oct 15,2018 01:30:40 PM eosbetdicell —ilovedice123 25BET Bet id: 14330550850072283925 -- Enjoy +
€94bd36a  Oct 15,2018 01:30:40 PM eosbetdice11 — ilovedice123 541.2 EOS Bet id: 14330550850072283925 - Winne #
c6e05812  Oct 15,2018 01:30:39 PM | ilovedice123 — whoiswinnerl 500EOS 92-chickndinner-uHruy5esdfuh3HC8
ch2hf9a1 Ort 15 2012 01-30:38 PM 1SHIAR BetLOST

Bt & ORI apply TAEE 20N, 7€ apply BE, HEAERERH
eosio. token HIEAIK, FH&A KM transfer i from 8% to MK/ . Zdi Al LA
ERMAK S, —DNEEKS A, —DNEAKE B, 540K B & B

“require recipient( “eosbetdicell” )” o FEBUHRT, Hrai F - id ik
AT 5 29K /7 B A% BOS, S 4 BRI B AN action J&, XH K45 T eosbetdicell
TR A L. eosbetdicell ik & 2kl 2|3k action 5, HKARE transfer
action ff] to KPR AEC, B 1 IFRARE, FHIEERA HIKIE EOS
T, AR T IFRIORR], FEBAER TS E AT DL A £03R 45 EOS
Ao

W R B R
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4 &)Sbetcontract contract\
W& hacker [fots appty ]
] \f-iacnon == Nitransfer)){
[transfer@hacker, hackcontract,"20 0000 EOS", " mema"); ) [EOSIO_API(EOSbetcontract, eosbettransfer); |

N J 5 FFIzILEE
|
[ |
-2 J
1 #FlEETEE S 4 EHeosbetHE

\ ackcontract contract

epsio.token contract /[ g

\Vacuon == Nitransfer)){
void transfer(|from, to, quantity, mema){ | EOSIO_API{hackcontract, hackiransfer); |

ire_recipi % 2 BHEEGL i
require_recipient(to);|_— ) .
} .void acktransfer(... ¥

equire_recipient EJSDeicontract);
/ | /

.

/

EOS Cafe Block 7F medium XX VORIAWIFEAT T Ui H .

A vulnerability has been discovered in multiple contracts using notifications
from other contracts. All parameters from notifications need to be explicitly

checked as checking only contract name and action name is not sufficient.

It B HBABRNRIE F 71, ARAMKEIK B eosio. token transfer %Ki %1

&2 T EZIN N “if (transfer. to != _self) return;” AT,

4.8.4 ZEFEW

T FIR AR LARIE PSR R AR AR IR S 29 apply BRECH, RTL
apply PRBURIARH EEM — D%, FrRIEIT K E0S FRe S ANy, — & EiEH it
H apply BREGH S D B0 — NI, AR A, AR AT

if (‘action == N(transfer)) { \
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eosio assert( code == N( eosio. token), “Must transfer EOS” ); \

FA

BERTEE AN, BT RAEETE R A 2R s N an T Sk
if(action == N(transfer)) { \
eosio assert( transfer. from == self || transfer.to == self,

“must transfer from or to self” ): \

FA

4.9 Newdex 3¢ 5 Prigf& EOS X+

4.9.1 ZEEMHHER

20189 A 14 H, reddit HP' KAi% N “Newdex under attack” L1,
W EHR:

Posted by u/feuerspieler 1 year ago

=)

€39

Newdex under attack

It seems like the Account behind IPOS, 001122334455 (https://eosflare.io/account/oo1122334455)
issued a Token calles EOS and managed to trick Newdex. Price spikes happend on ADD and IQ

M 11 comments # Share [ save () Hide K Report 100% Upvoted

JERAER, B 5% A 5 BT Newdex B SERL R Bl 1, &R G 2K 58000
KTt

4.9.2 JRIARE

1 EOS 7 & i«
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W& KAT— 4N “BOS” HIMR EOS Buv itk i, XSRS, Newdex &8
2 BT HE BEOS B MR AL EE 1 32 5, 8B 5 i 28 DA EOS #e B3 EOS 6

4.9. 3 JRIAVELH T
1. B E0S

B PRV — T EAREOS AR NHAT LALE EOS X BB &5 B RATH I8 T,
17 AT UK B 58 AT R An 44 (Ebdn “B0S” ), EOS ‘B J5 K ATHI EOS M Z X E0S
M, XRE A 200 eosio. tokeno FEAN EOS I RATINA A “E0S” 1) token
AR EOS M, B R A2 E0S XHUEEF & - — Pl i 8w 5 i, 6 IR RE A 204

+& eosio. token,

2. Wi RATM EOS Ik

THAE— ok #, Wili# 001122334455 78 2018 4F 9 H 14 H kAT 1 —Fh
%8 “EOS” MR EOS #u 12 i, RATEN 1000000000, 2 J5, K KATHIFTA R
EOS M4 K% dapphub12345 K /' .,

A I X ) 4 P LA 2R AT IR BOS 1 56 K I 528 5y 1 3¢«

46571247 % Sep 14,2018 02:02:32 PM 001122334455 —> dapphub12345 1,000,000000E05 A
46571247 & Sep14.201802:02:32PM  001122334455- Issue 001122334455 ssued  1000000000.0000E0S | to dapphub12345
8d679ac6 B Sep14,201802:01:45PM 001122334455 - create issuer: 001122334455

maximum_supply: 1000000000.0000 EOS

BfiJ5, dapphub12345 K /7 OB EOS MK 3] iambillgates K/ i . 25
T
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Actions (1) Traces (1) RAM Deltas Raw
a 001122334455 001122334455 - transfer
& F dapphub12345
a4 iambillgates
Legend

A - Notified (Receiver)
P - Authorized

dapphub12345 — iambillgates

A

1,000,000,000 EOS

3. B FIFMR E0S e SEHAMRE 7 5

¥k iambillgates K 23R8 7E Newdex %2 5y Frfd FAE EOS M2 TPOS
F1ADD T, FEHBEINE K. 2518 F 0 FrR:

d2002eal Sep 14,2018 02:26:34 PM newdexpocket — iambillgates 2,497.5 ADD {"type":"delivery-transfer"!'symbol": 4=
cb501efc Sep 14, 2018 02:26:26 PM newdexpocket — iambillgates  2.497.5 ADD ["type":'delivery-transfer’symbol": &
1c459098 Sep 14,2018 02:25:43 PM iambillgates — newdexpocket 1E0S A ["type":"buy-market"!'symbol":"ADD_EO 4=
83ffe2dd Sep 14,2018 02:25:31 PM newdexpocket — iambillgates 0.1198 ADD {"type":"delivery-transfer’,'symbol": 4
a5bd38fb Sep 14,2018 02:23:29 PM newdexpocket — iambillgates 9,827.1631POS {"type":"delivery-transfer"!'symbol": 4=
aB4f8d52 Sep 14,2018 02:23:25 PM newdexpocket — iambillgates  162.837 1POS {"type":"delivery-transfer’,'symbol": 4=
d5e74936 Sep 14,2018 02:23:12 PM jambillgates — newdexpocket 1EOS A {"type":"buy-market"!'symbol":"ADD_EO 4=
2784270 4 Sep 14,2018 02:21:37 PM KRR i Pw Lﬂdexﬁ%mm {"type":"buy-market’,'symbol":"IPOS_E 4=

24 FER EOS MM SE TPOS Al ADD 5 Rl 3h i , Boeh & JFih 48 K= 1R EOS
M LMK BLACK 1, 1Q i, ADD Mm%, FHHABRINIALR], =2 it 3 FFis:

3K BLACK %8 S id 3k :

cSdbabed Sep 14,2018 02:31:53 PM
Ja5eeco4 Sep 14,2018 02:31:46 PM
Tea6e27a Sep 14,2018 02:31:42 PM
b3ab2de0 Sep 14,2018 02:31:34 PM

newdexpocket — iambillgates

newdexpocket — iambillgates

newdexpocket — iambillgates

4,990.005 BLACK

1,015.1097 BLACK

5,124.7654 BLACK

{"type":"delivery-transfer”'symbol": 4

{"type":"delivery-transfer”'symbol": 4

{"type":"delivery-transfer"'symbol": 4

‘ iambillgates — newdexpocket

2,000E0S £

{"type":"buy-market",'symbol":"BLACK_ 4
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1de7eaad Sep 14,2018 02:35:27 PM E-2 Gl newdexpocket — iambillgates 1,442.84 BLACK {"type":"delivery-transfer".'symbol": <
c3fa7dab Sep 14,2018 02:34:30 PM newdexpocket — iambillgates 9,990 BLACK {"type":"delivery-transfer"'symbol": 4
3febef48 Sep 14,2018 02:34:24 PM newdexpocket — iambillgates 19,980 BLACK {"type":"delivery-transfer".'symbol": 4
82430a6b Sep 14,2018 02:34:14 PM newdexpocket — iambillgates  27,632.1002 BLACK {"type":"delivery-transfer".'symbol": <
27ec5a80 Sep 14,2018 02:34:10 PM newdexpocket — iambillgates 119,880 BLACK {"type":"delivery-transfer"'symbol": 4
c03a17fd Sep 14,2018 02:33:10 PM newdexpocket — iambillgates 269.1601 BLACK {"type":"delivery-transfer".'symbol": 4
d9fé66bes Sep 14,2018 02:33:03 PM newdexpocket — iambillgates 19.96 BLACK {"type":"delivery-transfer".'symbol": <
fe863943 & Sep 14,2018 02:33:01 PM iambillgates — x12345x12345 20,354 BLACK

c3a8da76 Sep 14,2018 02:32:28 PM KIRET ‘ jambillgates — newdexpocket 2,000E0S £ {"type":"buy-market"'symbol":"BLACK_ 4

Nid =% N
WYL 1Q AN ADD T IAZ Stk
c7f28d82 Sep 14,2018 02:45:41 PM AGR(EH iambillgates — newdexpocket 2,000E05 A {"type":"buy-market",'symbol":"IQ EOS
253f9c0c Sep 14, 2018 02:43:49 PM iambillgates — newdexpocket 2,000E0S A {"type":"buy-market"'symbol":"IQ EQS
7ba143d2 Sep 14, 2018 02:43:06 PM iambillgates — newdexpocket 200E0S A {"type":"buy-market"'symbol":"IQ EOS #
06d97441 Sep 14,2018 02:43:01 PM iambillgates — newdexpocket 200E0S A {"type":"buy-market"'symbol":"IQ_EQS #
= ]
JaEssiyi
e235147¢ Sep 14, 2018 02:42:49 PM iambillgates — newdexpocket 200E0S A\ {"type":"buy-market"'symbol":"IQ EQS #
973482a5 Sep 14,2018 02:42:44 PM HiR(tH iambillgates — newdexpocket 200E05 A {"type":"buy-market".'symbol":"IQ EOS
13 FEADD T
6d172080 Sep 14,2018 02:42:11PM AGE(EH | iambillgates — newdexpocket 1,000E05 A {"type":"buy-market""'symbol":"ADD_EO +|-
M SEBLACK i
730247fa Sep 14, 2018 02:40:48 PM [ EERD ]“T jambillgates — newdexpocket 2,000E05 4 {"type“:“buy—market“,“symbol":“BLACK,-*

Y35 20 ADD i

f03a615d Sep 14,2018 02:58:27 PM newdexpocket — iambillgates  1,064.206 ADD {"type":"delivery-transfer""symbol": 4
d006f9c1 Sep 14,2018 02:58:22 PM newdexpocket — iambillgates  5,809.185 ADD {"type":"delivery-transfer""symbol": 4=
46621497 Sep 14,2018 02:57:24 PM newdexpocket — iambillgates 8,991 ADD {"type":"delivery-transfer”symbol": 4
3d9dd56e Sep 14,2018 02:57:16 PM newdexpocket —iambillgates 22,075.0264 ADD {"type":"delivery-transfer""symbol": 4=
dc4f90cb Sep 14,2018 02:57:09 PM newdexpocket — iambillgates 11,300.7879 ADD {"type":"delivery-transfer""symbol": 4
371ef736 Sep 14,2018 02:56:10 PM newdexpocket — iambillgates  74,927.9026 ADD {"type":"delivery-transfer"'symbol": 4
79cd0266 Sep 14,2018 02:56:04 PM newdexpocket — iambillgates 1,480.0031 ADD {"type":"delivery-transfer"symbol": 4
28e01ac3 Sep 14,2018 02:55:57 PM newdexpocket — iambillgates  321.2028 ADD {"type":"delivery-transfer”symbol": 4
78c56abd Sep 14,2018 02:55:00 PM newdexpocket —iambillgates 4,628.3558 ADD {"type":"delivery-transfer"symbol": 4=
lac8bcf7 Sep 14,2018 02:54:55 PM [W newdexpocket — iambillgates 106,085.539 ADD {"type":"delivery-transfer""symbol": 4

B i 1Q e
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22181062 Sep 14,2018 03:17:36 PM

d2a8f6ab Sep 14,2018 03:17:23 PM

4426526 Sep 14,2018 03:17:13 PM

04587db% Sep 14,2018 03:17:11PM

021edel Sep 14,2018 03:16:16 PM

6d280413 Sep 14,2018 03:16:04 PM

newdexpocket — jambillgates  158.0861Q {"type":"delivery-transfer'.'symbol": 4

newdexpocket — iambillgates  29,816.6371Q {"type":"delivery-transfer","symbol": <

newdexpocket — iambillgates  26,517.4931Q {"type":"delivery-transfer"'symbol": 4

newdexpocket — iambillgates 80.7571Q {"type":"delivery-transfer",'symbol": 4

newdexpocket — iambillgates  28,534.321Q {"type":"delivery-transfer'.'symbol": 4

newdexpocket — iambillgates  84,239.9061Q {"type":"delivery-transfer""symbol": <

40308252 Sep14,201803:16:00PM | e |

=X
dd22fcfe Sep 14,201803:15:56 PM

newdexpocket — iambillgates  26,532.2841Q {"type":"delivery-transfer"'symbol": 4

newdexpocket — iambillgates 883.3281Q {"type":"delivery-transfer",'symbol": 4

W SE R I 5 » Bl ¥ TPOS 13, BLACK 13, IQ i, ADD Mi##% %] xx1234512345
and x12345x12345 IXFHNIK 7, & SGicst i K.
W ¥ BLACK MHIAE 510 3

863943  Sep14,201802:33:01PM iambillgates — x12345x12345 20,354 BLACK

ba599835 %  Sep 14,201802:39:32PM iambillgates —xx1234512345 366,888 BLACK

37dfe063 Sep 14,2018 02:51:17 PM

c625111f

Sep 14,2018 02:50:51 PM

dad4af5b Sep 14,2018 02:59:26 PM

Wi # e k% ADD

Sep 14,2018 02:51:42 PM

522cd5e Sep 14, 2018 03:00:42 PM

c45cc160 Sep 14,2018 03:01:08 PM

41c671da P Sep 14,2018 03:17:39 PM

iambillgates —xx1234512345 99,900 BLACK

iambillgates — xx1234512345 10,818 BLACK

iambillgates —>x1234512345 70,631 BLACK

A il %

iambillgates —>x1234512345 4,995 ADD

iambillgates — xx1234512345 254,775 ADD

iambillgates —>xx1234512345 16,420 ADD

iambillgates — xx1234512345 701,948 ADD

Wil B HeA% 10 M 5idsk:

2fcOebcs I Sep 14,2018 03:19:39 PM

5e6470c4  Sep 14,2018 04:12:17 PM

iambillgates — xx1234512345 412,0751Q

iambillgates — xx1234512345 7,2541Q
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dc520470

790572ae

da1530dc

Sep 14,2018 04:14:58 PM

Sep 14,2018 04:33:02 PM

Sep 14,2018 04:15:40 PM

4. WHEIR

"

iambillgates — xx1234512345

iambillgates — xx1234512345

59,9931Q

1,397,8401Q

iambillgates —»xx1234512345 55,139,800 IPOS

H EOS T

Wi # 7E Newdex A2 5y Fr 345 BLACK M1, FRAFE EOS . SR T

1464d5b0 Sep 14,2018 02:38:59 PM
55b775% Sep 14,2018 02:38:51 PM
81128dod #  Sep 14,2018 02:34:57 PM
43118886 Sep 14,2018 02:34:23 PM
bebacffa Sep 14,2018 02:42:38 PM
7b069ad? Sep 14,2018 02:42:30 PM
f6ab28e9 Sep 14,2018 02:42:23PM
6333a0d8 Sep 14,2018 02:42:16 PM
fc7faab8 Sep 14,2018 02:42:07 PM
8774fd66 Sep 14,2018 02:42:02 PM
cea79934 Sep 14,2018 02:40:56 PM
1fb98c2d I Sep 14,2018 02:40:08 PM
b8d2793d Sep 14,2018 02:39:57 PM
ba599835 Sep 14,2018 02:39:32 PM

newdexpocket — xx1234512345

newdexpocket — xx1234512345

49.2902 EQS
<

62.1778 EOS

{"type":"delivery-transfer""symbol": 4
| waawammsT

{"type":"delivery-transfer”,'symbol": ==

{"type":"sell-market""'symbol":"BLACK 4=

| 01234512345 — newdexpocket 20354 BLACK

E & ENewdex s 5 FTETHBLACK

x12345x12345 —xx1234512345 20,354 BLACK | ThE T B RLACKT

newdexpocket — xx1234512345

newdexpocket — xx1234512345

newdexpocket — xx1234512345

newdexpocket — xx1234512345

newdexpocket — xx1234512345

newdexpocket —xx1234512345

newdexpocket —xx1234512345

462.548 EOS

12.4876 EOS

163.7151E0S

813.1145 EOS

165.1227 EOS

51.7763EOS

46.1568 EOS

{"type":"delivery-transfer""'symbol": 4=
{"type":"delivery-transfer”"symbol": 4=
{"type":"delivery-transfer""symbol": 4=
{"type":"delivery-transfer""symbol": 4=
{"type":"delivery-transfer”"symbol": 4=

\Eﬂs E0STH
{"type":"delivery-transfer""symbol": 4=

{"type":"delivery-transfer’"symbol": 4=

xx1234512345 — newdexpocket

366,888 BLACK

| {"type":"sell-market""symbol":"BLACK =
™ SdgpLack

newdexpocket — xx1234512345

0.3881EOS

{"type":"delivery-transfer""symbol": 4=

iambillgates — 1234512345 366,888 BLACK “h-— TrEE R ERLACK T

Wi H 1E Newdex 28 5 Flrsizfsl ADD M, $RIFE EOS M, A5G0k :

e26cb5c4 Sep 14,2018 03:43:58 PM
eca27807 Sep 14,2018 03:43:51PM
f04b2405 Sep 14,2018 03:43:47 PM
9de03444 Sep 14,2018 03:41:33PM
£2f9020d Sep 14,2018 03:41:27 PM
743%ea3 Sep 14,2018 03:41:21 PM
659257bc Sep 14,2018 03:41:14PM
595218db #¥  Sep 14,2018 03:02:22 PM

newdexpocket —xx1234512345
newdexpocket —xx1234512345
newdexpocket —xx1234512345
newdexpocket —xx1234512345
newdexpocket —xx1234512345
newdexpocket —xx1234512345

newdexpocket —xx1234512345

xx1234512345 — newdexpocket
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6.2974 EOS

64.5354 EOS

13.1868 EOS

64.5883 EOS

24.8551E0S

537.2584EOS

62.4375 EOS

276,245 ADD

{"type":"delivery-transfer"'symbol": 4=

{"type":"delivery-transfer"'symbol": 4=

{"type":"delivery-transfer’'symbol": 4=

{"type":"delivery-transfer”'symbol™: 4

{"type":"delivery-transfer”'symbol™: 4

{"type":"delivery-transfer"'symbol": 4=

{"type":"delivery-transfer"'symbol": 4=

{"type":"sell-market""symbol":"ADD_E =
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5. WHHEHBIRBREES M

Wi ¥ xx1234512345 K R 3R431) BOS 32 3 Bitfinex 2 5 FT, 22 510
SEUNR AT 7N

484b35e4 Sep 14,2018 03:58:18 PM xx1234512345 — bitfinexdepl 1228 EOs 28528663043119767274ecda3bdaB162

1128649 Sep14,201803:32:17PM | mezres [ 01234512345 H bitﬁnexdepl‘ 2,700 E0S 285a8663043119767274ecdadbdag162
G - Bitfinex3Z BAIE P

5269620b Sep 14,2018 03:20:37 PM xx1234512345 — bitfinexdep] 100EOS 28528663043119767274ecda3bdag162

MW e, Newdex X S iF BB EH AW BE 7, mHM R T HEE
K, T A& Newdex 28 ) [ Mk K P 86K 0. 0001E0S, FEESKR K534 3B Rl EvE
Frfa o m, EXEEIFEARE .. %38 5103 U T AR

4eeadfcO Sep 14,2018 05:44:31 PM T newdexpocket }—* iambillgates 0.0001EOS

N Hi. here's Newdexwe noticed that you issued fake EOS to buy real Tokens via iambillgates, then trade intore|
Newdex32 5 BTk P al EOS. We hope you return the fund you acquired illegally to this account otherwise we will apply for ECAF

arbitration. =

6. Newdex 3% 5 Bl /' newdexpocket A& 2K

o FEA B I AR B b, FRATT R T RS Bk i R e B ) R
Newdex 5 5 It %A kil 4B EOS. A4 A #em i EOS W ? A Newdex 58
Zy -5 newdexpocket FI A B GEEL, B RE—AHIEE E0S K,
T LA S BRI R BOSe FRATIAE reddit AT LAFE B4 5% Newdex 28 5 FT i+t
i

Posted by u/[deleted] 1 year ago

«29

PSA: Newdex is NOT a decentralized exchange despite their deceptive and
misleading marketing. *DO NOT* trust them as a DEX- they don't even use
a smart contract and have not published any source code of their
centralized matching server
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N TUEHIX— 5, FRATESE T — 1 newdexpocket & ZIHIE E B A], 7 LLE
B 41} newdexpocket K FUAfSE HE — AN K P, 3EF HE S 2. newdexpocket
B LB AR BTN

newdexpocket
# signupeoseos GJET 2018-08-08 00:52:31
RE
*
RS
ERSHT GHRe EHEL ABl ITEHE
SRR B =T

2018-12-20 16:04:51 BIRERE 62f80931c30e22044ef9abc6664c86f183920a8e3a186aa22fa13c28efash7cf

4.9.4 ZEREW

X 2 AR Tl 0, AEHEAT EOS FEMKHT, — %8 BRI 3 )
EOS 2 E 2, BIIGUF A AZ eosio. token KATHI EOS, #RJ5 F-H2UK EOS, XA
A RePT 1B BRI B EOS T, i AN D B B

4,10 XBgEw 4l

L R X BUBE ) 2 gz i, AXEE—HB > N RIS AT, X ZE R
i, MERE. TR MRS Ty, Xk 22 nm M =4
JERpE— e Al

X PRI H 7 2 X HBE ™ S & , 6 XEUEE T H BN T KRERI A1 7
WA 770 QERTH — BRI 2], R I 38 pie XHVEET H J7 . BT BAIX B
BEWTH U5 B S ROz AR R AL 2 A ), W R H 12 e PEIARAE, A 245 T
H A RAR R RS o ek, T H 7 £ 2R3 H AT — % B8 70 22 4k, Il
ELBERENMBITSR, UWEANZH. Ha, EIH LT e ZEBg 5 =
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Il e ot /ARSI PO RUI E Bi e o 1] U oo o R A i /AT D= S U D B S R
MM EMEE, MRIE B 5227 T —%k.

DX BRBE 22 4 0 ) A& XHVEEAT ML R ORA =, sp 9, e n] LB 5 X BRBEAE 257
A, MXBEERE RS =, BRI ST 6, UAE b 7 L. ARl XREE%
GIERCAENI TR SRR B, 24 A m) NAZ E B Fo R L E 2 1) 22 Al L, R R AR
R T, WEXREE) R BTG TS BT L RG U XY
et KB AER R e MU R TR, Ti4h, RN RN
SN X BB UG SRR 55, SR O XHLEE 2 2T I — T BORk, KN R 4
FRIFALEE L S R

X DCERBE S 1 o B A X B g I 7 A S AR,
25 2] TR X HUEE 2 A R R I AR I BT LI, B RO B AT
BB s AR o F35h, I B AN EE oy P AR R B2 ORI R A Bl ik
P28 P I R REANAR » WERAILE SRR BB & R, BERINERR L ERN
w) R, CABTECT B

4. BRES5RE

ANRAL SRR RN AR, 8 e AR R A2 DA D R A, 9K
A HER TSR A, B REHAR R e T NGRS o I LA A BRI 5 X el
rmrFedt. HEBRPE. HSCUER R EL Py s EARMT I ARHR B v R, — Kt
BORPENE, 32X KA BRI SR F Bl 1 o R 5 5 ) T B R v
A SE B BEAT UG A BE TR A s AR A o 4r SR A Tl R a2 A 4 L i, R
AR XA BB I 2t ATt Te i T S b As P ) R o i B A
28

X BEEROR T A oS /e SN R o XBRBESOR A5G 70 A A7 fid, a1
A, R, REES . XBREERORAA AR SE, ariiatt, mH2 04
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XA, B ERBEE AT, AJTEW . X6 AT URAESEE T Fedk . sk
Ve HERIE . BF IR A BOR BARMRBARHI TR, IR KRN E % . ML LEEIX
BREE 2 F] BRI, O K A BB P R M AT B, X
REEFAR LB PO BN TR, IR 2% A H0IA AT . WK T
K, I EAAEINEAD R XEEROR, 7143 b X BRI B =it

X HUBEROAR T DUORIE R I etk . nSEtk . WERRTE, (IR EAEX
BREE 22 BN SR ACU, B M % i B R 24, xt X
BRBEARAE, A X BRBE 2 At e Bl 22 4z o RN T LA A X BB AR O 2 4 2
PERIGET oAl k0, XHUEE 2 eS8 Ia e JAIRE . IR DX BB I ] 1 3 R PR 22 57 451 %
MARIRRB E. DX RO NERILL, JLHAasiik, £
WE T, TAEEEALTT. XYUEERT N RSRE 2 DA\, A& 500 TRR,
Ui R, AR SO Tk, INE R . I8 IR X B 2 e AR
B, FA1EA X Pk 22 AU A LU LR AL

B XPEERARCA TR, &I ARG A .

BREFH—MYE, W “WHLNZEMRGL” « WK, web HARRIR
AR, ERFEIEEGRZIMFARITE. linux REM windows RIEBERIR B
T AHWIRETCE R . BTLL, AR EORESR AT IR, XEEERR WA S
BRI AR —AT7 T, B E B AT T S X & IR ERIE A A 'S
REE LN solidity i F & —TTHMMHRIEE S, HEMBEN R ZABEHRE,
H 2 G X B G R B A B 5 1 2 A R e A 24 TAEE U FL L2
OATR B f e LR, (B TPk 2 iR R B IR, BT RS, ok
AR R, W, EF LA SR REIN, 23BOEA ML H )2
T, FES51%BE. POS, DPOS &FILRMLMHI EARRE UL IR/ BEIRTHFE, EmPAT
B, ABEX AT A AR E A, S X RSB R A & SEAE b
INAEFs (LR 75 BN 8], 75250 2 Mol N AL R3S 7). B R phn s
SEE R AT AORAIE 2 BT B0 22 42, (EREAE B 7 IHR BRI, a5k
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(V)22 V2 SCHEEAN T 2 AW, BT DA R S G b fin s S0 th AN 2 R I 8] P g 5 A
i

B XL ERD, MolkE st

T XCHEE A — B % Uk, MR AR IAANZ, N X P2 4
WAL D 7o ANk, ENF 2 ARIANT, ZefiBNIE RS E
AFFe ALARTEOLI &, 240 FUN SO0 X B i S 22 R B ANE TR N, X
A LRI SE R B R GA AR D, 10 51%5dr. Brbk, X HgE 2 4 mt
T IS R EE

B=, NI %R R 55 .

IR AR A R T CARARE, 245 NATHIAR TR AR 1 RO R] . AATI4E
ERLIXSAEARNNS, R TR R, B WA 2 e A IR ER§
RIS, FEATN A a7 b T fa R Bty MATEA B X, fling
PO A, TS, SR SE . NRBA RGP &A% 1 LRI — 3,
RAEMMIEBEE e R R T, B 2ed /IR KED .

T “Uil R X, A NIRRT, AIEAER R 129Uk, X2
AN, PSR ss S UREAT, ARTHERGE . KGR I AT, X
BRBERE—FE, BIRXBER IR Z IR, BIRXBEESAE AR, H2iE
FAAE—SEHREE, (EFATT AT DL DA 1 22 s S o B S I A AU, R BI5 LE IR 1
B XBRBEA DR ML 3R] LSS T A 8 (3R, I oA IR = X
BREER 224t )R P AT BAE — ORI B i v 22 4 1R, B i
TR BT XHEERFHIAWSST7, PG X RBERAR R A E LS, X
Pk et .
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L. BB IX e 2 4 A R

2. BRI (2018 X HUEERIAR 2 2 RS E)

3. BCSEC 1 (X Hu 22 47 i )

4. B (b [ XHUEE R R R

5. &BREE R -k, https://coinmarketcap. com/charts/

6. B A KL AR, http://www. Olcai jing. com/article/25361. htm
7. BCSEC [X Ui 22 A H¥m 4i il W3k, https://besec. org/analyse

8. AER X PR AT AR,

https://www. statista. com/statistics/647231/worldwide—blockchain—techn

ology-market—size/
9. EEREFH =T, =%, https://coinmarketcap. com/charts/
10. 18 Z R 2251 E, https://github. com/slowmist/Knowledge—Base
11 12 Z R g YR, https://hacked. slowmist. io/
12. ATN Token % B8& #2901, https://www. jianshu. com/p/38cbf879ac72
13. “DURYIRRE &Lt 4 @ ik,

https://lorexxar. cn/2018/09/06/haotian—-s—3/
14, FHIE QT X BRI

https://github. com/knownsec/Ethereum—Smart—-Contracts—Security—Che

ckList/blob/master/%E4%BBRAS%ES%A4%AA%RES%ID%SA%EE%II%BA%ES%S3%BD%ES%I

0%88%ET%BA%RAGKESWAERA1%ESWAERA1CheckList. md

15. solidity security blog,

https://github. com/sigp/solidity—security—blog

16. Ethereum Smart Contract Audit CheckList

https://paper. seebug. org/754/

17. Smart Contract Weakness Classification https://swcregistry. io/

18. https://www. secpulse. com/archives/72425. html

19. https://paper. seebug. org/633/
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20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.

https://paper. seebug. org/545/

https://www. jianshu. com/p/3c42d3f81b7f

https://mp. weixin. qq. com/s/3cMbE6p 4qCdVLa4FNA5-A

https://paper. seebug. org/663/

https://dlnn3r. github. 10/2018/12/11/rollbackattack/

https://becsec. org/index/detail/tag/2/id/544

https://xz.aliyun. com/t/4773

https://www. jianshu. com/p/e77d95eala22

https://besec. org/index/detail/id/577

https://besec. org/index/detail/id/581

https://www. freebuf. com/articles/blockchain—articles/173481. html

31.
32.
33.

https://github. com/Lyleaks/poc/blob/master/go—iost/p2p dos. go

https://becsec. org/index/detail/tag/2/id/545

https://besec. org/index/detail/tag/2/id/547

34. https://mp. weixin. qq. com/s? biz=MzU40DQ3NTM20A==8&mid=22474843

96&idx=1&sn=9cae8al34bee4c3810078a46679ecae38&scene=21#wechat redirect

35.
36.
37.
38.
39.

https://mp. weixin. qq. com/s/fKINFfZLW65LYaD4q0—-21nA

https://paper. seebug. org/739/

https://paper. seebug. org/640/#3

https://github. com/smartdec/classification

https://smartcontractsecurity. github. io/SWC-registry/docs/SWC—-114

40.
41.

https://www. bianews. com/news/details?id=13300&type=0

https://www. chainnode. com/doc/3971

42. https://medium. com/secbit-media/a—disastrous—vulnerability—fou

nd-in-smart—contracts—of-beautychain-bec—dbf24ddbc30e
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https://mp.weixin.qq.com/s?__biz=MzU4ODQ3NTM2OA==&mid=2247484396&idx=1&sn=9cae8a134bee4c38f0078a46679eae38&scene=21#wechat_redirect
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https://paper.seebug.org/739/
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https://github.com/smartdec/classification
https://smartcontractsecurity.github.io/SWC-registry/docs/SWC-114
https://www.bianews.com/news/details?id=13300&type=0
https://www.chainnode.com/doc/3971
https://medium.com/secbit-media/a-disastrous-vulnerability-found-in-smart-contracts-of-beautychain-bec-dbf24ddbc30e
https://medium.com/secbit-media/a-disastrous-vulnerability-found-in-smart-contracts-of-beautychain-bec-dbf24ddbc30e
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43.

https://medium. com/huzzle/ico—smart—contract—-vulnerability-short—-addr
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